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NMPOIrPAMMA MNMPAKTUKHA

52.0.05(N) Mpou3BoacTBeHHaA NpPakTUKa, NPOEKTHO-3KcnjyaTauuoHHas
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM rnnaHom

1. Koo u HaumeHoOBaHMe HanpaBJieHus noaroToBku/cneynanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodmnb nogroToBkK/cneymanmsauusa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudumkaums (cteneHb) BbINyCKHUKa: Cneunanuct
4. dopma oby4yeHMA: o4Has

5. Kacbeppa, oTBevawLasn 3a peanusaumuio npaktukm: ERP-cuctem 1 6usHec-npoLeccos

6. CoctaButenu nporpammbi: CadoHoB Butanun Bnagummposuy, K.T.H., AOLEHT Kadeapbl

ERP-cuctem 1 busHec-npoLeccoB

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOoONYECKMM COBETOM (haKyribTeTa NPUKNaaHON MaTeMaTUKM,

MHOPMAaTUKN N MexaHUkun 26.05.2023 r., npoTokon Ne9
(HaumeHogaHue pekomeHOyrowel cmpykmypsbi, Gama, HOMep rPOMoKona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebHbIn ron:_ 2027/2028 CemecTtp(bl): A




9.Uenb npakTuku:

— pasBuTHe NpodecCcrmoHasrbHbIX 3HaHUN U KOMNETEHUNN CTYEHTOB,

— nony4veHne NpodeccruoHanbHbIX YMEHUN N onbiTa NPodeCcCcUOoHanbHON AesaTeNnbHOCTU Ha
Base npakTnyeckux 3agad, Ans peLleHns KoTopbIX HEOBXOAMMO MUCMNONb30BaTb COBPEMEHHbIE
MH(POPMaALMNOHHbIE TEXHONOMMM 06paboTkMm U 3awmTbl MHOPMaUMKW, a Takke npuobLueHne
CTYOEHTOB K cpefe opraHusauum C Uuenbio npuobpeteHus coumanbHO-NIMYHOCTHBIX U
npodeccuoHanbHbIX KOMNETEHLMI;

— npuobpeTeHne cTyaeHTamu npodeCcCuoHanbHbIX HaBbIKOB, MNPAKTUYECKOro OnbiTa,
3aKkpensfieHne, cuctematmsaums U pacluMpeHne TeopeTUYecKUX 3HaHUW MO UCNOSIb30BaHUI,
agMWHUCTPUPOBAHMIO, HACTpoOMKe W Hanagke cpencrtB obecneyeHns MHEPOPMaLMOHHOM
6e3onacHOCTU, UCMNOMb3yEMbIX B OpraHu3auuu.

3apauv NpakTUKK:
dopmMmpoBaHue y CTyaeHTOB YMEHUIN U HABbLIKOB:

— NpoBeAeHnst TeXHMYecKoro obcrnegoBaHusa obbekTa aHanmaa;

— cbop 93KCnepMMeHTanbHOro W 3KCNepTHOro MaTepuana WM €ero TeopeTU4ecKoro
ob606LeHus;

— HacTpoWka, akcnnyatauus n obecneveHne paboToOCNOCOOGHOCTU KOMMOHEHTOB CUCTEM
obecnevyeHnsa NHPOPMaLMOHHON Be30MacHOCTH;

— 0oby4yeHue CTyAeHTOB MeToANKaM NpUMEHEHNsT YCTPONCTB U NporpamMHOro obecneyeHns
WH(POPMALUMOHHBIX CUCTEM ANs  pelweHuss 3agad  obecneyeHuss  MHGAOPMaLMOHHON
B6esonacHocTy;

— un3y4yeHue opraHusaumm IT cnyxb npeanpusaTms;

— W3y4yeHMe CUCTeMbl aTTecTauunm W KOHTPOMNS WHMPACTPYKTypbl NPeanpustus u eé
OTAENbHbIX 3NEMEHTOB Ha COOTBETCTBUMN TpeboBaHMAM MHGPOPMaLMOHHOM 6e30MacHOCTY;

— M3ydeHMe cocTaBa annapaTtHOro M nporpaMmmHoro  obecneyeHust  CpeacTs
BbIYNCIIUTENBHON TEXHUKN NPEeanpUsaTUS.

10. MecTo npakTukm B cTpyktype OOI: ob6sa3aTtensHaga YacTb 6noka b2.

Livkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.65.05(11)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHns y4ebHom NnpakTukmM obyvaroLwmecs: UCNonb3yoT 3HaHWS, YMEHUs!, chopMUpOBaHHbIE
B XO4€ M3YyYeHus1 ANCLMMINH

1 | B1.0.29 Teopus Hdopmauum

2 B1.0.32 OnepaunoHHbIE CUCTEMBI

3 |B1.0.34 KomnbloTepHble cetu

4 | B1.0.37 MeToabl nporpaMmupoBaHus

5 | Bb1.0.38 CucTtembl ynpaBneHuns 6asamm gaHHbIX

6 | b1.0.39 OcHoBbI NHGOPMaLMOHHON 6e30MacHOCTH

7 | B1.0.40 Mogenun 6e30MacHOCTV KOMIMbIOTEPHBIX CUCTEM

8 B1.0.41 3alwmra B onepaumoHHbIX CUCTEMAX

9 b1.0.42 OCHOBbI MOCTPOEHUS 3aLLMLLEHHBIX KOMMBIOTEPHBIX CETEN

10 | 61.0.43 OCHOBbI MOCTPOEHUS 3aLMLLEHHbIX 6a3 AaHHbIX

11 | B1.0.44 3awuTta nporpamm 1 gaHHbIX

12 | B1.0.45 MeTogbl 1 cpeacTea Kpuntorpadn4eckon 3amTbl UHGOPMaLnK

13 | b1.0.46 KpunTtorpadguyeckme npoToKosbl

14 | 61.0.47 TeopeTuko-4McroBble MeTOAbl B KpunTorpagum

15 | B1.0.49 OpraHusaunoHHoe 1 npaBoBoe obecnevyeHne MHpopMaunoHHon 6e30nacHOCTU
16 | B1.0.50 MHcTannaumsa n HacTpovika nporpaMMHOro obecneyeHms

17 | B1.0.51 3awmTta nHpopmMaumm OT YyTEYKM NO TEXHMYECKUM KaHanam

18 | 61.0.52 Teopus pagnoTeEXHUYECKUX CUCTEM

19 | 61.0.57.01 MHxeHepus nporpaMmMHoro obecrneveHus

20 | b1.0.57.03 Pa3paboTka npuknagHoro NporpaMMHoOro obecneyeHnst Anst KOMNbTEPHBIX CUCTEM
21 | B1.0.57.04 CoBpeMEHHbIE TEXHOSOMMM 3aLnTbl MHOPMaLUN KOMMBITEPHBIX CUCTEM U ceTEN
22 | 1.0.57.05 MeToabl pa3paboTky 1 aHanu3a NoNMTUKM MHPOPMALIMOHHOM 6e30NMacHOCTU KOMMbIOTEPHbIX




CUCTEM U ceTen

23 | b1.B.07 Knbepbe3onacHOCTb KPUTUYECKNX CUCTEM U MHAPPACTPYKTYP
24 | 61.B.08 Pa3paboTka 6e3onacHOro nporpammHoro obecneyeHus
25 | b1.B.11 Teopusi 1 MeTOAbI COLMANbHOW MHXEHEPUN B MHGOPMALMOHHOM 6e30nacHoCT
26 | b1.B.14 OCHOBbI NHXXEHEPHO-TEXHNYECKON 3alMTbl MHopMaLmm
27 | B2.0.02(H) lMpounsBoAcTBEHHAs NpaKTUKa (SKCnepuMeHTanbHO-uccnegoBarTenbckas)
28 | ©TO.01 AHanua gaHHbIX KOMMNbIOTEPHBIX CUCTEM U CETEN
OvcumnnuHel M NpakTWKW, ANS  KOTOPbIX OCBOEHME [AaHHOW OUCUMNAMHBbI  (MoAgyns) HeobXxooumo  Kak
npeglwecTeyoLlee
29 | b2.0.03(MNA) [Mpoun3BoACTBEHHANA NpaKTuKa, NpeaannioMHast
30 | B3.01(O) lMoaroToBKa Kk npoueaype 3almTbl U 3amTa BbliMYCKHON KBanM@UKaumMoHHON paboTbl
11. Bua npaktukmn, cnocob n chopma ee npoBeaeHus
Bua npakTukn: npoussodcmeeHHas.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
CDopma npoBeaeHuUsA NPakKTuUKun: OUCKQemHaFI.
Peanuayetcs yactuyHo B dpopme npaktndeckon nogrotoskm (I1M1).

npOMSBOﬂCTBeHHaH npakTnka npoBoAUTCA B CTPYKTYPHbIX noapasgerneHnAax

YHMBEpPCUTETA N B OpraHn3aumnsax Ha OCHOBE JOroBOPOB, 3aKIoyaeMbIx Mexay YHUBEPCUTETOM
N opraHmsauusamMn, OesTenbHOCTb KOTOPbIX COOTBETCTBYET HarnpaBfieHHOCTU peann3yemMomn
obpasoBaTenbHOM NporpaMmmMbl MO COOTBETCTBYOLLEMY NPOGUIIIO.

12. NMnaHnpyeMble pe3ynbTaTbl 0GYy4YeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIIaHUPYeMbIMU pe3yNibTaTaMU OCBOeHUs o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLMSAMU) U UHAUKATOPaMU UX OOCTUXKEHUA:

Kog HasaHune Kog(bl) WHankaTop(bl) MnaHupyemble pesynbTaTbl 00y4eHUus
KoOMneTeHunn

OrIK- CriocobeH npumeHsimb ymeeT YMeTb:

5. HopMamueHble knaccuguumposaTtb — KknaccuduumpoBaTh 3almiaemMyto MHopMaumio Mo
npasosbie akmbl, | qqus 3 3amaemyto BMAAM TalHbl U CTENEHAM KOH(UAEHLUMANBHOCTY;
HopmamusHbie u WHopMaLmio no  BuaaMm —  KnaccudmumnposaTb " oLeHmBaTb yrposbl
MemoduyecKkue TaiHbI N CTeneHsaM | nHopMaLMOHHOM 6e3onacHocTn ans obbekta
OOKYMeHMbI, KOHMAEeHUManbHOCTH nHbopmaTm3aumu;
peznameHmupyouwue ymeet — 060CHOBbIBaTb peLUeHNsi, CBSA3aHHbIE C peanusauuen
OesimeribHOCMb rno Knaccudguumposarb M | npaBOBbIX HOPM MO 3awWuTe UWHMoOpMauMn B npegenax
3awume uHghopmayuu oLeHnBaTb Yrpo3bl | AOMKHOCTHbBIX obsi3aHHOCTEN, npeanpuHumaTh

OrK-5.4 MH(OPMAaLIMOHHOM HeobxoaMMble Mepbl MO BOCCTAHOBMEHWIO HapYLUEHHbIX
GesonacHocTu Ans | npas;
obbekTa — hopmynuposatb OCHOBHblE TpeboBaHus
VHopmaTmsaumm MHOpPMaUnoHHOM  Be3onacHoCTM  Mpu  3KchnyaTaumu
ymeet 06OCHOBBIBATL | KOMMBIOTEPHO CUCTEMBI;
pellenVs, CBAsaHHbIe C — dopmynMpoBaTe OCHOBHble TpeboBaHWs No 3awuTte
peanusaunen npasoOBbIX | koHdumAeHUManNbHOW nHopMaLmm, NepcoHarnbHbIX AaHHbIX U
HOpM no 3alWnTe | oxpaHe pe3ynbTaTOB WHTENMEKTyanbHOW [OeATenbHOCTU B
MHCpOpMaLlMVI B npeaenax opraHusauuu;

OriK-5.9 AOIDKHOCTHBIX — aHanuaupoeaTtb " oLeHVBaTh yrposbl
06s3aHHOCTel, MH(OPMaLIMOHHOW Ge3onacHOCTM o6bekTa Mo TEXHUYECKUM
npeanpuHMMaTh KaHanam.

HeobxoauMble Mepbl Mo
BOCCTaHOBIEHUIO BnapeTh:
HapyLUeHHbIX Npas; .
— MeTodamMu U CpeAcTBamMuM TEXHUYECKON 3aluTbl
ymeeT  chopmynupoBsaTb MHGbOpMALIM.
OCHOBHble  TpeboBaHus

OMK-5.12 MHOPMALIMOHHOW
6esonacHocTn npu
aKcnnyaTaumm
KOMIMbIOTEPHOWN CUCTEMBI;
ymeeT  opmynupoBaTb
OCHOBHble  TpeboBaHus
no 3awuTe

OrlK-5.13 KOHbMAEeHUManbHOM
MHopmaLumu,

nepcoHarnbHbIX AaHHbIX U
oxpaHe pPe3ynibTaTtoB




WHTENIeKTyansHowm
neaTenbHoOCTH B
opraHusaumu;

ymeeT aHanM3npoBaTtb U

oLeHuBaTb yrposbl
OlK-5.17 NHMOPMaLMOHHOM

6esonacHocTM  06bekTa

N0 TEXHUYECKNM KaHanam

BnageeT meTogamn wn
Orl1K-5.19 cpeacTBaMy TEXHUYECKOM

3aWmTbLI MHOPMaLK

OriK- CriocobeH npu ymeeT  paspabaTtbiBaTth | YMeTb:

6. peweHuu OMNK-6.6 Moaenu yrpos n mMopenu — paspabatbiBaTtb Moaenu yrpos " moaenu
pogheccuoHarbHbIX ’ HapyLuuTens HapyLUMTENS KOMMbIOTEPHbBIX CUCTEM;
3aday KOMMbIOTEPHBIX CUCTEM, — TMpUMEHsATb  OTEYeCTBEHHble 1 3apybexHble
opaaHu308bi8amb cTaHdapTel B obnactu komnbtoTepHon 6esonacHocTv Ans
3awumy  uHgopmayuu NMPOEKTUPOBaHWS, Pa3paboTKN M OLEHMBaHUS 3aLLMULLEHHOCTM
02paHU4eHHO20 KOMMbIOTEPHOW CUCTEMBI.
docmyna 8
KOMIMbIOMEPHbIX

ymeeTt NpUMEHSITb
cucmemax u cemsix 8
coomeememeuu c OTeYeCTBEHHbIE n
HOPMAMUBHBIMU 3apybexHble cTaHAapThbl
B obnactn
npasosbIMU akmamu U KOMTBIOTEPHON
HopMamuSHBIMU OlK-6.10 6e3onacHocTn ans
memoduyecKuMu
dokymeHmamu NPOEKTUPOBaHWS,
®edepanbHol  cryxbbi paspaboTky v
besonacHocmu oueHnBaHuA
Poccutickol SaLMILEHHOCTH
Dedepauu, KOMMbIOTEPHOW CUCTEMBI
®edepanbHol  Cr1yx0bi
no  MmexHuyeckoMmy U
SKCrIOPMHOMY
KOHMPOIo

OriK- CriocobeH pewamsb ymeeT opraHusoBatb | YMeTb:

9. 3adaqyu 3awmTy uHdopmauun ot — opraHu3oBaTb 3aWmTy WHGOPMauUMM OT YTEYKM Mo
rpogeccuoHarnsHoU OrnK-9.3 YTEYKN MO TEXHUYECKUM | TeXHWYEeCKMM KaHanam Ha o6beKTax MHgopmMmaTmM3auum;
desmenbHocmu ¢ kaHanam Ha obbekTax — NOMb30BaTbCA  HOPMATMBHLIMM  [IOKYMEHTaMu B
yyemom mekyweeo nHcopmaTMsaLm 06N1acTN TEXHUYECKON 3aLLUTLI MHPOPMALINK;

COCMOSIHUSI u ymeeTt nosib30BaThCS

meHOeHyul  passumusi HOPMaTUBHbLIMU — ®opmynuposate v HacTpavsare nonuTvky
Memodos sawumsl | OMK-9.4 [OKyMeHTaMU B 0BnacTy 6e3onacHocTK noKanbHbIX KOMMbIOTEPHbIX cetei,
uHGhopMaUU a TEXHUYECKOI sawyTpl | MOCTPOEHHBIX Ha OCHOBE OCHOBHBIX OMEPALIMOHHBIX CUCTEM.
ornepayuoHHbIX MHopmaumm

cucmemax,

KOMIMbIOMEPHbIX cemsix yMBST (HOpMYNVPOBATS 1

u cucmemax

yrpasneHus Gazamu HacTpamBaTb  NONUTUKY

OaHHbIX, a makxe GesonacHocTy

memodoe u cpedcme | OlIK-9.9 noKarnkHelx .

s o

om ymedku 1o OCHOBHbIX OMepaLyoHHbIX

MexHUYeCKUM KaHarnam, :

cemel u cucmem cnerem;

nepedayu uHghopmayuu

OrIK- CnocobeH ymeeT KOPPEKTHO | YMeTb:

10. aHanusuposams ncnonb3oBaTb — KOPPEKTHO ucnonb3oBaTtb KpunTorpaduyeckue
meHAeHyuu  pazsumusi KpunTorpaduyeckmne anropuTMbl  Ha  MpakTuke  MpWM  peleHun  3adad
memodos u cpedcme | OlK-10.4 | anropuTMbl Ha MNpakTuUKe | KpunTorpacuyeckMMn MeTodamu;

Kpunmozpagbuyeckoli npu  peiweHnn  3agay — NPUMEHSATL MatemaTtunyeckue meTozbl npu
3awumsl uHgopMayuu, KpunTorpachu4eckmmu ncecnegoBaHuMmn Kpuntorpauyeckmx anroputMos;
ucriofnib3oeamsb MeToaamu; — pa3BopayuBaTb MHMPACTPYKTYPY OTKPbITbIX KItoYewn
cpedcmea 5 ymeeTt NPUMEHSATb | Ans pelleHus KpunTorpadguyeckux 3ajay;
Kpunmogepagbuyeckoli MaTemarudeckne metonpl — NMPOBOAUTL aHanM3 Kpuntorpaduyeckux NpoTOKOSOB, B
3awums!  uHgopmayuu | OrK-10.5 npu MCCNEeAoBaHWA | ToM 4ucne C  MCMONb30BaHWEM  aBTOMAaTU3UPOBAHHBLIX
npu peweHuu 3aday KpunTorpacpuyeckmx CcpeacTs;
npogheccuoHasnsHol anropuTmos, — OLeHMBATb TEOPETUYECKYID CIIOXHOCTb MPUMEHSeMbIX
OesimenibHocmMu Bnageet HaBblKaMu anropuTMOoB;
OMK-10.6 | YCNONb30BAHNA TUNOBLIX — pasBopauvBaTb WHMPACTPYKTYPY OTKPbITLIX KIHOYEi
KpunTorpacuyeckux ANS peLeHust KpUnTo-rpaduieckux 3apav;
anropmTMOos, — BBIYMCIIATH TeopeTuKo-MHDOPMaLIMOHHbIe
yMEET  pasBopaiuBaThb | yapakTepuUCTUKU UCTOYHWKOB COOBLUEHMI W KaHanoB CBS3U
MHPACTPYKTYPY B (aHTpONMSA, B3auUMHas MHGopMaLMK, nponyckHast
OMK-10.9 | OTKPBITBIX  KIllodel  Ans | cnocoBHOCTb);
pelleHna —pewaTb  TUMOBble  3afauM  KOOWPOBAHWUS W
KpunTorpacuyecknx [eKOAMPOBaHMS;
3agay
Or1K- YMeeT NpoBOANUTL aHanu3 | Brapets:
10.10 KpunTorpadmyeckux




NPOTOKOJ10B, B TOM 4uUcne
C ncnosnb3oBaHNemM
aBTOMaTM3NPOBaHHbIX
cpencrts

Or1K-
10.17

ymeet oueHMBaTb
TEopeTUYecKyo
COXHOCTb
MPUMEHSIEMBIX
anropuTMoB

OrlK-
10.20

ymeeT pasBopaymBaTb
UHCPaCTPYKTypy
OTKPbITBIX  Krtoyern Ans
peLueHus KpunTo-
rpagunyeckmx 3agad

OrlK-
10.25

ymeeTt BbIYNCNATL
TeopeTuKo-
MHMOPMAaLMOHHbIE
XapaKkTepucTukn
MNCTOYHUKOB COOBLLIEHUI 1
KaHanos CBA3N
(aHTponus, B3anMHas
MHdopMaumm,
npornyckHas
CnocobHOCTh);

OrlK-
10.26

ymeeT pewaTtb TUnoBble
3agayn KogmpoBaHuUA W©
AeKogMpoBaHUA;

OrlK-
10.27

BnapeeT OCHOBamu
NoCcTpoeHus
MaTemaTu4eckmx
mogenen TEKCTOBOM
MHopmauun n mogenen
cuctem nepegauu
MHOopMauuy;

OrlK-
10.28

Bnageet
NpYMeHeHust
MaTeMaTu4eckoro
annapata Ans peLlueHus
NpVKNagHbIX TEOPETUKO-
MHOPMALMOHHbBIX 3aay.

HaBblKaMun

— HaBblkamu UCMONb30BaHMUs
KpunTorpacuyeckux anropuTMoB;

— OCHOBaMu MOCTPOEHUsI MaTeMaTU4YeCKUX Mopaenen
TEKCTOBOW WHcpopMauMm W Moaenen cucTeM nepegayv
MHopMaumu;

— HaBblkaMW MPYMEHEHUS MaTemaTU4yeckoro annaparta
0N pelleHnst npuKNnagHbIX TeopeTUKO-MHEPOPMAaLMOHHbIX
3agad.

TUNOBbIX

OfIK-
11.

CriocobeH
paspabamsieamsb
noauMuKU
6esonacHocmu,
MnonuUMuUKU - yrpaeneHusi
docmyriom u
UHGbOPMaYUOHHbLIMU
rnomokamu 8
KOMIMbHOMePHbIX
cucmemax C y4emom
yepo3  besomacHocmu
UHgbopmayuu u
mpebosaHull no
3awume uHgopmayuu

OrnK-11.4

ymeeTt paspabatbiBaTh
MoZenu yrpo3 u mopenuv
Hapywmtens
6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM;

OlnK-11.5

ymeeTt paspabatbiBaTbh
YacTHble NONUTUKK
Ge3onacHocTH
KOMMbIOTEPHBIX CUCTEM, B
TOM 4ucrie  MOMNUTUKK
ynpaBreHuss JOCTYnoM U
MH(OPMaLMOHHBIMU
noTokamu;

OlnK-11.9

ymeeT hopmynupoBaTb U
HacTpauMBaTb  MOMUTUKY
6e30MacHOCT OCHOBHbIX
onepaLMoHHbIX CUCTEM

OrlK-
11.10

ymeeT dhopmynmpoBaTb U
HacTpavBaTb  MOMUTUKY
6esonacHocTn
nokanbHbIX
KOMMBbIOTEPHLIX  CETeMN,
NOCTPOEHHbIX Ha 6ase
OCHOBHbIX OMepaLyoHHbIX
cucTem

YMeTb:

— paspabaTbiBaTb MOAENM Yrpo3 U MOLENU HapyLumnTens
6€e30MacHOCTN KOMMbIOTEPHBIX CUCTEM,;

— paspabaTbiBaTb 4YacTHble MONMUTMKM  Ge3onacHocTn
KOMMbIOTEPHBIX CUCTEM, B TOM YMCNE MOMUTUKA yrpaBrieHus
[OCTYNOM Y MHCPOPMaLIMOHHBIMW NOTOKaMU;

— chopmynupoBaTb " HacTpauBaTb
6€30MacHOCTV OCHOBHbIX OMEPaLMOHHbBIX CUCTEM;

— chopmynupoBaTb " HacTpauBaTb NonuUTUKY
6e3onacHocTu noKanbHbIX KOMMbIOTEPHbIX ceTewn,
NMOCTPOEHHBIX Ha 6a3e OCHOBHbIX ONEPaLIMOHHBLIX CUCTEM.

NONMUTUKY

Of1K-
12.

CriocobeH
adMuHucmpuposams
ornepayuoHHble
cucmeMbi U 8bIrOJTHIMb
pabomai no
80CCMaHOBIeHUIO
pabomocrnocobHocmu
rpuknadHo20 u
cucmemMHo20
npoz2pamMmMHO20
obecrneveHusi

OriK-12.5

Ymeet OCYLLEeCTBNATb
aAMWUHUCTPUPOBaHNEe
NporpamMMHoOro
obecneyeHus
cneunanbHoro
HasHayeHus1, BKItoYasn
onepauyoHHble CUCTEMBI,
B TOM yncne
0TEYECTBEHHOTO
npou3BoAcTBa.

OrK-12.7

YMeeT BocCCTaHaBMMBaThb
paboTocnoco6HoOCTb

nporpamMm crneuuansHoro
HasHayeHust npv

YMeThb:

— OCYLUECTBNSATb  aAMUHUCTPUPOBaHWE  NPOrpaMMHOro
obecneveHus crneynanbHoro Ha3HaYeHus, BKNtoYas
OnepaunoHHbIE CUCTEMBI, B TOM YUCIIE OTEYECTBEHHOIO
Npou3BOACTBA;

— BOCCTaHaBnuBaTb  paboTocnocobHocTb  mporpamm
crneumanbHOro HasHayeHust MpU BO3HUKHOBEHUWN HeLUTaTHbIX
cuUTyaumn.




BO3HUKHOBEHUN
HEeLWTaTHbIX cmyaumﬁ.

OrIK- CriocobeH ymeeT opMynupoBaTtb U | YMeTb:

13. paspabambigamb OfMK-13.1 | Hactpaueate  nonmTiky — hopMynumpoBaTb n HacTpavBaTb NONUTMKY
KOMIMOHEHMb! ’ 6e30MacHOCTM OCHOBHbIX | 6€30MacHOCTY OCHOBHbIX OMEePaLMOHHbIX CUCTEM;
poepamMmHbIX u OonepaumoHHbIX CUCTEM — paboTaTb C WHTErpupoBaHHbIMM cpeJamu pa3paboTku
npoepammHo- Brnageet HaBblkamMn | MPOrpaMMHOro obecneyeHus;
annapambix cpedcms paspaboTku — NPUMEHSATb cpencTtea " MeToAabl aHanusa
3awumel  uHgopmayuu nporpamMmMHbIX  MOAYNEN, | nporpaMMHOro obecnedeHs Ans BbiSBNEHNS 3aKNaaokK;

8 KOMI1bOmepHbIX peanusytolnx  3apauqu, — NPUMEHSATL MeTOAbl aHanu3a NPOEeKTHbIX PeLIeHnn Ans
cucmemax YUl OMnK-13.2 | cBAsaHHbie C | obecneyeHuns 3aLUMLLIEHHOCTN KOMIBIOTEPHBIX CUCTEM;
npoeodume  aHanu3 ux obecneyeHnem — NMPUMeHsITb  COBPEMeHHble cpeactBa  obecneveHus
6esonacHocmu GesonacHocTn MHPOPMaLIMOHHO 6E30NacHOCTH NPOrPamMM ¥ AaHHbIX;
ONepaLMoHHbIX  CMCTEM — NpoBOANTL aHanus NPOrpaMMHbIX cpencTs,
pacnpocTpaHeHHbIX NPUMEHAEMbIX AN KOHTPONS W 3aLLmMThl HcbopmaLmn.
ceMeincTs
ymeet pabotatb C | BnageTb:
MHTETPUPOBAHHLIMN — HaBblkaMW  pa3paBoTKM  MPOrPaMMHbIX  MOZyrne,
OrMK-13.5 | cpepamm paspaboTkN | peanmayiownx  3amauM, CBS3aHHbIe C  OGECTIEYEHMeM
nporpamMMHoro 6€30MacHOCT OMEePaLMOHHLIX CUCTEM PacnpOCTPaHEeHHbIX
obecneyeHus; CeMelCTB;
Brageet HaBblkamu
paspaboTky, p————. — HaBblkamu paspa60'_rKM, 0Tnagku, JOKYMEHTUPOBaHUS U
OlK-13.6 TECTUPOBaHUS NPOrpamMm;
[OKYMEHTUPOBAHMSI n
TECTUPOBaHWSI Nporpamm; — HaBblkaMu pa3paGOTKV| anroputTMoB  And peweHusa
BnameeT HaBbikamy | TUNOBbLIX NPOhECCHOHaNbHbIX 3aaay.
OnK- pa3paboTku anropuTMoB
ANs pelleHnst TUMOBbIX
13.17
npodeccroHanbHbIX
3apay;
Ymeet NPUMEHSTb
OnK- cpeactBa UM MmeTodbl
aHanusa nporpaMMmHoOro
13.18
obecneyeHns ans
BbISIBNIEHWS 3aKNagok
Ymeet NpUMeHsITb
mMeToAbl aHanusa
OrlK- NPOEKTHbIX peLLeHnn onsa
13.19 obecneyeHns
3aLUMLLEHHOCTU
KOMIMbIOTEPHBIX CUCTEM.
YmeTb NpUMeHsITb
COBpEeMeHHble  cpefcTea
OrK- obecneyeHns
13.21 MHOPMALIMOHHOWM
6esonacHoCcTM nporpamMm
1 A@HHbIX
YMeeT npoBoAMTbL aHanms
OFK- NporpaMMHbIX  CPeAacTB,
13.23 NpYMEHSIEMbIX ans
KOHTpPONs ¥ 3aluThl
MHdOopMaLum

OrIK- CrnocobeH ymeeT npoekTupoBaTb | YMeTb!

14, npoekmuposams  6a3bi pensumnoHHble 6a3bl — MPOEKTUPOBaTb  PEnsiUMOHHbIE  6asbl  AaHHbIX U
OaHHbIX, OaHHbIX 1 OCYLLIECTBMISATL | OCYLUEeCTBMAT HopMmanu3aaumio OTHOLLEHUI npu
admuHUCmpuposams OMK-14.4 | Hopmanmsauuio MPOEKTUPOBaHUM PENSILIMOHHOW 6a3bl AaHHBbIX;
cucmembl  yrpasieHus OTHOLUEHUN npwu — HacTpaMBaTb W MPUMEHATb COBPEMEHHbIE CUCTEMbI
6azamu  OaHHbIX 8 NPOEKTUPOBaHUN ynpasneHusi 6azamm AaHHbIX;
coomeemcmeuu c pensumMoHHo 6a3bl — nonb3oBaTbCs cpeacTtesamu 3aLmThl,
mpe6ogaHusimu no OaHHbIX npegocTtaensembiMn CYB[;
3awjume uHgopMayuu ymeer HacTpavBatb WU — co3paBaTb [OMOSHUTENbHbIE CcpeacTBa 3awuTbl 6a3

OMK-14.5 | NMPVMEHSATL COBPEMEHHBIE | naHbiX;
CNCTEMBI ynpasnexus — NPOBOAWTL @HanNM3 1 OLleHNBAHVE MEXaHM3MOB 3aLLUTbI
6a3aMm AaHHbIX 6a3 AaHHbIX.
BrnageeT MeToauKon U
HaBblkamMi  COCTaBNeHUs | BnapeTs:
OfK-14.6 | sanpocos Ans ngmcxa — METOAUKON W HaBblkamMW COCTaBIIEHWSI 3arnpocoB Ans
:gﬂ)ﬁjyaumm B 0838 | houcka nHdopMaumu B 6a3ax AaHHbIX;
ymMeeT NONB30BATLOS —METOAMKON W HaBblkaMW  WCMOJSIb30BAHWUS  CPEACTB
OrK- cpeacTBamMu 3alwuThl, | 3aLMTI, NPefoCTaBNsAeMbIX cyb[.
14.11 npegocraBngemMbiMun
CYB[;
ymeeT co3faBatb
OrK- [OMNOMNHUTENbHbIE
14.12 cpeactBa 3awmTbl  6a3
[aHHbIX;
OflK- yMeeT MpOoBOAUTL aHanu3
14.13 " oLEeHnBaHne




MEeXaHW3MOB 3awuThl 6a3
AaHHbIX;

Bnageetr MeTOAUKOM U
HaBblkamu
OrK- MCMOoNb30BaHNs CpPeacTB
14.14 3awuThbl,
npegocTaBnsieMbIX
CYBQ.

OrIK- CrnocobeH ymeeT OCYyLLEeCTBNATb | YMeTb!

15. adMuHUcmpuposams npoekTnpoBaHue " — OCYLLECTBNATL  MPOEKTUPOBaHME U ONTUMU3ALMUIO
komnblomepHble cemu | OlK-15.6 onTuMm3aumio PYHKLIMOHNPOBAHNS KOMMBIOTEPHbLIX CETEN.

u KOHmMposnuposams YHKLMOHUPOBaHUS
KOppeKkmHocmb ux KOMMbIOTEPHBIX CEeTEN; Bnapetb:
GPYHKUUOHUPOBaHUS Bnapeet HaBblkamu — HaBblkaMW  AOMUHUCTPUPOBAHUS  KOMMbLIOTEPHbIX
OrK-15.7 aAMUHMCTPUPOBAHNS ceTell.
KOMMbIOTEPHBIX CEeTEN;

OFIK- CrnocobeH nposodume ymeeT copmynuposaTb U | YMeTb:

16. MOHUMOpPUH2 HacTpamBaTb  MOMUTUMKY — hopMynumpoBaTb " HacTpauBaTb NONUTUKY
pabomocrnocobHocmu u 6e30nacHOCTM OCHOBHbIX | 6€30MacHOCT OCHOBHbLIX OMEPAaLMOHHbLIX CUCTEM, a TaKxe
aHanus OMK-16.6 | ONEPALVMOHHLIX CUCTEM, @ | noKarbHbIX KOMMbIOTEPHBIX ceTel, MNOCTPOEHHbIX Ha WX
aghghbekmusHocmu Takke rnoKanbHbIX | OCHOBE;
cpedcme 3awjumbl KOMMbHOTEPHbIX cetei, — MPUMEHATb  3alUMLLEHHblIe MPOTOKOSbI, MeXceTeBble
uHghopmayuu e MOCTPOEHHbIX ~ HAa WX | 3KpaHbl U CpeacTBa OBHAapYXXeHWUS BTOPXEHUW AN 3aluThbl
KOMIbOMEePHbIX OCHOBE; MHOpMaLmmM B CETSX;
cucmemax u cemsx ymeeTt NpYMeHsTb — OCYLLECTBNATb Mepbl MPOTUBOAENCTBUA HapYLLEHWSIM

3allyLeHHble ceTeBON 6e30MacHOCTM C  UCMOMb30BaHUEM  Pa3fINYHbIX
NPOTOKOIbI, MEXCETEBbIE | MporpammHbIX U annapaTtHbIX CPeACTB 3aLLUThI;

OlK-16.7 | okpaHbl M cpeAcTea — BbISBMATL  [I@ACTBME BPEJOHOCHBLIX NpOrpamm, W
0BHapyeHusi BTOPXKEHWA | onpenensiTb xapakTep UX BO3AENCTBIS,
Aans 3almThI — BbINOMHATb paboTbl no BOCCTaHOBMEHMIO
MHOpMaLK B CeTAX; paboTOCnocOGHOCTM CPeacTB 3aliuThbl MHGOPMAaUMM NpU
ymeet OCYWIECTBINATE | BOZHMKHOBEHMM HELLTaTHbIX CUTyaLWil.
Mepbl MPOTUBOAEWCTBUS
HapyLleHUsMm CeTeBOl | BnageThb:

OlK-16.8 Gesonactoctn ¢ — HaBblKaMW HACTPONKN MEXCETEBbIX 3KPaHOB;
MCMNONb30BaHNEM
Pa3MMIHBIX MPOrPAMMHBIX — MeTOoAuKaMM aHanuaa ceTeBoro Tpaduka.
M annapaTtHbIX CpecTB
3aLmThI;
BnapeeT HaBblkamun

OlK-16.9 HaCTPOMKN  MEXCEeTEeBbIX
3KPaHOB;

OnK- BnapeeT mMeToauKamm

16.10 aHanusa . CeTeBOro
Tpaduka,;
Ymeet BbISIBINSATb

onk- OencTBue  BpPEdOHOCHbIX

16.12 nporpaMm, v onpeaensite
Xapakrep nx
BO3OENCTBUS.
Ymeet BbINOMHATb
paboTbl no
BOCCTaHOBIEHUIO

OrlK- paboTocnocobHOCTH

16.16 cpeacTs 3aLmThl
MHopMaLum npv
BO3HWKHOBEHUN
HeLUTaTHbIX CUTyaLmi

OrlK- CniocobeH Bnapets:

BnapeeT HaBblkamu

4.1. opaaHu308bigamb npUMEHEHUs — HaBblkamu NpUMeHeHnA aHanuMTU4ecKkux "
3awumy uHgpopMayuu & aHaNUTUYECKUX 1 | KOMMbIOTEPHbLIX MOAenei o6beKToB WHopMaTU3aLuu npu
KOMITBIOMEPHbIX KOMMbIOTEPHBIX MOfeneli | CO3AaHUN CUCTEM 3aLuMThl MHopMaLMK.
cucmemax u cemsx (no | OfK-4.1.5

obnacmsam
rpUMeHeHUs1)

06BbEKTOB
MH(OpMaTU3aLmn npu
co3aHum cucTem
3aLWmnTbl MHopMaLMW;




OrlIK- CrnocobeH BnageeT HaBblkamu | BrageTs:

4.2. aHaIu3upoeans NpoBEAeHNA —  aHarusa — HaBblkaMu NPOBEAEHWS aHanM3a  3alLULEHHOCTH,
SalUUEHHOCMb, SalNLLIEHHOCTH, MOHUTOPUHra, —ayauta W OBECreYeHWst  KOHTPOIbHbIX
npogodume MOHWTOpUHIa, ayauTa U | npogepok (pyHKLMOHNpPOBaHUS " 6e3onacHocTu
MOHUMOpUHe, ayoum u obecniederns KOMIMBIOTEPHBIX CUCTEM U CETENA.

KOHMPOJIbHbIE KOHTPOMbHBIX  NMPOBEPOK
nposepKu YHKLMOHNPOBaHUSA n
pabomocrnocobHocmu u 6e3onacHocTu
3awuweHHocmu KOMMbIOTEPHBIX CUCTEM ©
KOMIMbIOMEPHbIX OfK-4.2.3 | ceteir;

cucmem u cemel (no

obnacmsam

rPUMEHeHUSs)

OrIK- CnocobeH Brageet HaBblkamn | Bnapgetsb:

4.3. paspabambieamsb u ynpaeneHus npoLeccom — HaBblkamu  yMpaBneHus MpoLEeccoM peanusauum
aHarnusuposams peanusaumu NOMUTUKM | NONMUTUKN MHPOPMALIMOHHOW 6e30MacHOCTU KOMMbIOTEPHbIX
KOPPeKmHocmo MHOPMaLMOHHOM CcUCTEM W ceTel, opraHn3auny v NogAepXKaHus BbIMOMHEHNS
nonumuku 6e3onacHocTu komnnekca Mmep no obecneyeHnio  MHHOOPMAaLIMOHHON
UHGopMayuoHHOU KOMMbIOTEPHBIX CUCTEM U | 6e30MacHOCTU BbIMMCINTENBbHBIX CUCTEM.
6e3onacHocmu OMNK-4.3.4 ceTen, opraHuMsaumm wu
KOMIMbIOMEPHbIX nogaepxaHvs
cucmem u cemel (ro BbINOMHEHNS  KOMMIekca
obnacmsam Mep no obecneveHnto
rpUMEeHeHUSs) MHOPMaLMOHHOM

6e3onacHocTu
BbIYMCIIUTESbHbBIX
cucTem;

MK-1. CriocobeH nposodumsb npoBOANT OueHKy | YMeTb:
aHanu3 mpebosaHull u COOTBETCTBYUSA — npoBOAWTb  OLEHKY COOTBETCTBUS  MEXaHW3MOB
8bINOIHAMbL pabomsl o MeXaH13mMoB 6e30nacHOCTM  KOMMbIOTEPHON  cucTeMbl  TpeboBaHWsIM
IPOeKMuUpPOo8aHuIo 6esonacHocTn HOPMaTUBHbIX [OKYMEHTOB, @ Takke WX KOPPEKTHOCTM
npo2pamMmMHbIX u KOMMbIOTEPHOW  CUCTEMbI | CYLLECTBYIOLLMM PUCKaM.
arnnapamHbix TpeboBaHuAM
KOMIMOHeHmM  cucmems! HOPMaTUBHbIX
besonacHocmu [1K-1.4 [OKYMEHTOB, a Takke MuX
KOMIMbOMEPHbIX KOPPEKTHOCTU
cucmem u cemel, 8 CYLLIECTBYIOLLMM pUCKaM;
mom qucrne c
ucronb308aHuemM
COBPEMEHHbIX Memodos
u cpedcme 3awjumsi
UHghopmayuu

lK-2. CrnocobeH npuHumMams npumeHsieT YmeThb:
y4dacmue 8 aKkcrniepmuse a(pheKTUBHLIE METOObI U — MNpUMeHATb 3deKTUBHbIE MeToAbl U CcpeacTsa
u aHarnuse K. cpeacTtBa nnaHMpoBaHua | NNaHUpoBaHUA N opraHusaummn nccnepoBaHuii u paspaboTku;

- -2.1
ysi3sumocmed, yepo3 u " opraHusaumm —  NpoBOAMUTbL TeopeTuyeckue " npuknagHoe
UHYudGeHmos ncenenoBaHun M | uccnegoBaHe yYpPOBHEN  3aLUMLLEHHOCTUM  KOMMbHOTEPHbIX
UHgbopMayUOHHOU pa3paboTku; CUCTEM U ceTei.
besonacocmu 8 npoBOAWT TeopeTnyeckue
KOMIMbIOMEPHbIX " npUKnasHoe Bnagetb:
cucmemax u cemsix K25 nccnefoBaHve  ypoBHew — MeTofjamMM M CPEACTBAMM  MNaHMpOBaHWS U
3aLUULLEHHOCTH opraHv3aummn uccnefoBaHuin u paspaboTku.
KOMMbIOTEPHBIX CUCTEM ©
ceten;

MK-3. CnocobeH 3HaeT MeToabl | 3HaTb:
yvyacmeosamb 8 aAMWUHUCTPUPOBaHUSA — MeTodbl aAMWHUCTPUPOBAHUSI CUCTEM YMNpaBreHUsi
pabomax mno cuctem ynpaBneHus | cobbiTusimMu  UHGOPMaumoHHo  Be3onacHocTn, cuctem
poeKkmuposaHuUto cobbITUAMM oBHapyXeHUs 1 NpeaoTBPaLLEHNST BTOPXXEHWUIA, MOHUTOPUHIa
cucmem 3awumsl 1K-3.2 MHPOPMALIMOHHOW COObITUI N UHUMAEHTOB.
uHghopmayuu 8 6e3onacHocT,  cucTEM
KOMIMbOMEPHbIX obBHapyxeHus n | YmeTb:
cucmemax u cemsx rpu npenoTepalleHns — y4yactBoBaTb B MPOEKTUPOBAHUM CUCTEMbI 3alLUTbI
peweHuu BTOPXEHUN, MOHUTOPUHTA | MHDOPMALUU U MOACUCTEM MHAOPMALIMOHHON 6e3onacHoCTy
HpOCpeCCUOHaﬂbeIX, coObITUI U WHUMOEHTOB, KOMI‘IblOTepHOIZ CUCTEMBbI.
uccriedosamernbCKux U BbINOMHAET npoBepKy
npuknadHbix 3aday yCTOMYMBOCTM Bnagetsb:

MPUAOKEHNN K BHELHEMY — HaBblkAMM MPOBEPKN YCTOMYUBOCTU MPUMOXKEHUIA K
HECAHKLIMOHVPOBAHHOMY | phaiijyeMy HeCaAHKLMOHMPOBAHHOMY AOCTYMY, B TOM uucre

[1K-3.5 AOCTyny, B TOM HYUCN€ | pnopepka  yCTOMYMBOCTM  BEG-MPUNOXKEHW K aTakam,
NpoBepka  yCTOMHMBOCTU | npveHeHne cpeacTB KOHTPOMS 6€30MacHOCTU, yripaBneHue
Beb-npunoxeHmi K'| kpuntorpachuueckumu cpeacTBamu, a Takke OpraHU3aLmst
aTakam, npvMeHeHue

cpeacTs KOHTpOnsi

MeponpusaTuii no obecneveHuto knbepbesonacHocTU.




6esonacHocTy,
ynpasrneHue
KpunTorpacunyeckmumm
cpeactBamu, a  Takke
opraHu3auus
MeponpuaTUiA no
obecneyeHnto
KnbepbesonacHocTy;
cnocobeH y4yacTBoBaTb B
NPOEKTMPOBaHNM
CcUCTEMBI 3aLmnThI
MHOopMaLnm "
nogcmcTem
NHMOPMaLMOHHOM
6e3onacHocTu
KOMMbIOTEPHOW CUCTEMbI;

1K-3.6

13. O6beM npakTUKM B 3a4€THbIX eauHULAX / aK. Yac. (e coomeemcmeuu ¢ y4ebHbIM rnaHoMm) —
6/216.

Pdopma NpoOMeXYTOHYHON aTTecTauumm 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb No Buagam y4ebHown paboTbl

TpynoemMKocTb
Bcero Mo cemecTpam
Bug y4ebHow paboTbl
A
u. y., B hopme
Mnn
Bcero yacos 216 216 162
B TOM 4YuMChe:
KoHTakTHasa pabota (Bkntoyast HAC) 4 4 4
CamocTosaTensHasa pabota 212 212 158
UToro: 216 216 162
15. CopepxxaHue npaktuku (unu HAP)
n/n O6bem yyebHonm paboThbl, 4
Pasgenbl (aTanbi) Buibl yueGHOI paBoTbl KoHTakTHble | CamocTosiTe
NMpaKkTUKn yachl nbHas
paboTta
1. | OpeaHu3ayuoHHo- npoBefdeHne cobpaHuss MO opraHu3aumMyM NpakTUKK;
nodzomosumersibHbl | YCTAHOBOYHbIA WHCTPYKTaX MO 3ajadam, CcpokaMm MU
t aman TpebyemMo OTYETHOCTW; WHCTPYKTaX MO TEXHWKe
©esonacHocTn paboTbl; dopMynupoBKka 3agady  Aans
peLLeHnst B Xo4e NpakTUKM U COCTaBreHne nnaHa paodor;
noaroToBka [OKYMEHTOB, MoaTBepXAawowmx  gakT
HanpaBieHNA Ha MpaKTUKy; MNOSNyYeHne 3agaHusa oT 1 12
pyKoBOAMTENS NpPaKkTUKu; NPOW3BOACTBEHHbIN
WHCTPYKTaX,; O3HaKoMIleHWEe CTYOEHTOB c
opraHM3aunoHHON CTPYKTYpOK nNpodunbHON
opraHu3auuu, NpUMEHAEMOMN annapartypomn n
nporpaMmmHeiM obecneyveHnemM, HOPMaTMBHLIMKU aKTaMM
N VHCTPYKUNSIMMU.
2. | lNpoekmHo- M3y4yeHne HOPMATMBHbIX [OKYMEHTOB MO  3alyuTe
3KcrislyamayuoHHbl | nHdopMaumm n MeTognkamu NpoBepKM 3alUULLEHHOCTM
U aman obbekTa WHopMaTmn3aLumm; O3HaKoMIleHue C > 100
npuHUMNamm hopmMmrpoBaHus NONUTUKN
MHpopMaunoHHon 6Ge3onacHOCTM B KOPNOpaTUBHOM
MHPACTPYKTYpe;  OUEHKa  puckoB  6e30nacHOCTU




MHOPMaLMOHHON CUCTEMBI; O3HaKoOMJieHne c
NOSINTMKON WHGOPMAaLNOHHON ©esonacHocTu
OENCTBYIOWEN B KOpPNopaTtMBHOW  WHMPACTPYKTYype;
O3HaKOMIIEHMe C  MNpUMEHSIEMbIMW  CpeacTBamu,

MeToAamm n TEXHOMOrNAMM obecneyeHus
3aLUULLIEHHOCTM  KOpPNopaTMBHOM MHAPACTPYKTYpbl 1
obecneyeHuns MHOPMaLIMOHHOM ©e3onacHoCcTH;

paspabotaTb NpeanoXeHus Mo COBEPLUEHCTBOBAHUIO
cnctemMbl MHOPMaLMOHHOM 6e30MacHOCTU.

3. | OgopmreHue onucaHme npogenaHHon paboTbl C CaMOOLIEHKOW
omyéma o pe3ynbTaTtoB NPOXOXAeHUs NpaKkTuKuy;
umoaam rpakmuku | (GOpMynMpoBaHME BbIBOAOB W MpeasiokeHun no
OopraHun3aumm NpakTUKK.

1 100

16. MNepe4vyeHb y4yeOHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOGXoAMMBLIX AnNs
NPOXOXAEeHUA NpakTUKK (CrIUCOK numepamypbl 0¢hopmrisiemcsi 8 coomeemcmeuu ¢ mpebogaHusIMU
IOCT u ucrnionb3yemcs obwasi ckeo3Hasi Hymepauusi 01151 cex aud08 UCMOYHUKO8)
a) OCHOBHaga nuTepaTtypa:
Ne n/n McTouHUuK

1 Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanmmn / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HosukoB A.M., Hoeukos [1.A. MeTogonorusa Hay4yHoro uccnegosanms. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.
MenbHukoB B. I1., KneiimeHoB C. A., lNeTpakos A. M. HdopmaumoHHast 6e30nacHOCTb 1 3almTa
nHdopmaumn. - M.: Akagemuns, 2007. — 330 c.
OcHoBbI ynpaBneHus nHdopmaumoHHoM 6e3onacHoCTbio: [y4ebHoe nocobne Ana CTygeHTOB
BY30B, 00y4aroLmuxcsa No HanpaBneHUaM NOAroTOBKM (CNeLManbHOCTAM) YKPYMHEHHON rpynnbl
cneumanbHocTen 090000 - "MHpopm. 6e3onacHocTb"] / A.l. Kypuno [n gp.]. — 2-e naa., ncnp. —
Mockea: Nopsyvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocbl ynpaBneHus
nHdopmMaLMoHHoM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, FO.M. NHdopmaunoHHas 6e3onacHOCTb U 3awmuta nHpopmauum: yyebHoe nocobue
Ans ctya. oby4y. no cneunanbHOCTU «NHOPMaLNOHHBIE CUCTEMBI Y TEXHONOMMMY» OHEB. U 3a0M.
dopm o6y4deHus / KO.M. Kpakosckuini. — M.; Poctos H/[: MapT, 2008. — 287 c. : un .—
(Y4ebHbIn Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
OnenHuik IM. T1. KopnopaTuBHble MHpOPMaLMOHHbIE CUCTEMBI: Anst GakanaBpoB 1 CNeunanncToBs:
6. | y4ebHuk onga ctyd. By3oB, 06y4. no Hanpasn. 080800 "MpwuknagHas uHdopmaTtmka (no
obnactam)" u gp. akoH. cney. — CIN6.: MNurtep, 2012. — 176 c.
doctep, Dxenmc. 3awmuTa oT B3fniomMa: CokeTbl, akcnnownTel, shell-koa/ [x. ®octep, M. MNpaiic;
nep. c aHrn. A. A. CnnHknHa. — Mocksa: MK lNpecc, 2008. — 784 c.: un. — (MIHpopmaLmoHHas

2.

£ 6e3onacHocTb). — ISBN 5-9706-0019-9: 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1117>.
Ckyauc, 3. NMpoTmBocTOsIHNE XakepaM. [NowaroBoe pyKoBOACTBO MO KOMMBIOTEPHBLIM aTtakam 1
8 appekTnBHoOM 3awmTte/ 3. Ckyanc. — Mocksa: MK lMpecc, 2009. — 512 c. — (BawmTta un

agMuHucTpupoBaHue). — ISBN 5-94074-170-3: 176-00. —
URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1_id=1112.

Fony6, Bnagumup AnekcaHgposuy. 3almuta oT Bpe4OHOCHOTO NPOrpaMMHOro obecneyeHus:

9. | ydebHoe nocobue ans By3os / B.A. Nony6; BopoHex. roc. yH-T.— BopoHex: JIOIN BI'Y, 2006. —
31 c. — bubnuorp.: ¢.30 .— URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.
XoBapga, Mavikn. 19 cMepTHbIX rpexoB, yrpoxatowmx 6esonacHocTn nporpamm. Kak He gonyctutb
TUANYHLIX ownbok/ M. Xosapa, [. Nle6bnank, [x. Buera; asT. npeavicn. A. MopaH. — Mocksa:
10. | OMK lMpecc, 2009. — 287 ¢. — 3arn. u aBT. opwur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue u 3awuTa /
0.B. 3anues. — CI16.;: BXB-lNeTtepbypr, 2006. - 304 c.

12. | MpockypuH B. I'. 3awuta nporpamm 1 aaHHbIX - M.: Akagemus, 2011. — 198 c.

YnpaBneHue BHeapeHEM NHPOPMALIMOHHBIX CUCTEM: KYpC Nnekumin: yueb. nocobue ans
CTYOEHTOB BY30B, 00yyatloLLmMxXcs No cneunansHOCTaM B 06nactn nHdopm. TexHonorun / B.U.
pekyn, . H. Oennwenko, H.J1. KopoBkuHa. — M.: IHTepHeT-YH-T uHdopm. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: hitp://www.intuit.ru/studies/courses/2196/267/info/.

11.

13.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
http://www.intuit.ru/studies/courses/2196/267/info/

14.

KOpuH U.1O. TeopeTnyeckue n npakTmyeckme ocHoBbI 3aLuTbl MHopmauun. 2012,
http://library.sgu.ru/uch_lit/620.pdf.

15.

AcTtaHuH, U.K. 3awmTa nHpopmaumm: yuedHoe nocobue ans Bysos / N.K. ActaHuH, H.A.
AcTaHuH; BopoHex. roc. yH-T, JInckmHcknn punuan. — BopoHex: BopoHex. roc. yH-T, 2006. —
Bubnuorp. : ¢.169 .— ISBN 5-9273-1080-X.

16.

WaHbruH, B. ®©. 3awmta komnbloTepHON MHpopMaLnn. ddekTuBHbIE METOAbI U cpeacTaa/
WaHbruH B. ®. — Mocksa: AMK [Mpecc, 2010. — 544 c.: un., Tabn.; 24 cm.—
(AAMuHUCTpUpoBaHue u 3awmTa). — JdonyueHo YyebHo-meToamyeckum obbeanHeHeM By30B
MO YHUBEPCUTETCKOMY NONUTEXHUYECKOMY 0Bpa3oBaHuio B kKayecTse y4ebHoro nocobus ans
CTYAEHTOB BbICLUMX y4ebHbIX 3aBefeHui, oby4atomxcs no HanpasnexHuto 230100
«MHdopmaTuka n BeluMcnnTensHasa TexHnka». — ISBN 978-5-94074-518-1. —
URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1l id=1122.

17.

NwenHos B.A. 3awmTa koHbmaeHumansHom nHdopmaumm: [yaebHoe nocobue ans cTyq. By3oB,

00y4. no cneumnanbHocTy 090103 "OpraHmnsaums un TexHonorns 3awuTsl MHgopmaummn”™ n 090104
«KomnnekcHas 3awmta o6bekToB MHGgopmaTusauun»] / B.A. NwerHos, M.B. MeuaTtyHsH .— M. :
OOPYM, 2009 .— 254 c. — ISBN 978-5-91134-336-1.

6) gononHuTenbHas nuTeparypa:

Ne n/n

NcTouHnk

18.

Mypomuesa A. B. VickycctBo npeseHTauun. OCHOBHbIE NpaBumna 1 npakTuieckme
pekomeHgaumm / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

19.

Kpy4unHuH, B.B. KomnbloTepHbIE TEXHOMOMMN B HAay4YHbIX UCCNEAoBaHNaX: y4ebHo-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocygapCTBeHHbIN
YHUBEPCUTET CUCTEM YNPAaBEHNS N Paano3NekTPoHukmn), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

20.

AHppees, .. OcHoBbl Hay4HOM paboTbl 1 METOAONOMMSA ANCCEPTALMOHHOIO nccneaoBaHus /
I".N. Angpees, B.B. bapeuHeHrko, B.C. Bepba. — Mocksa: ®uHaHcbl 1 ctatuctuka, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

21.

Cuctembl n cpeactea nHdopmaTukm: ExxerogHuk / I'n. pea. M.A. Cokonos. — Mocksa: AT
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

22.

depnepanbHbii 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
TEXHOSOrMsAX 1 0 3awmTe nHgopmauumny // CobpaHue 3akoHogaTenbcTBa Poccumnckom
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

23.

denepanbHbIn 3akoH 0T 27 utons 2006 roga Ne 152-03 «O nepcoHanbHbIX gaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccurickon ®enepauun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451,

24,

FOCT P UCO/MBK 27001-2006 NHdopMaumnoHHas TexHonorus. MeTtoabl 1 cpefcrea
obecneyeHus 6esonacHocTn. CUCTEMbI MeHeIKMEHTa MHopMaLnoHHoN 6e3onacHoCTK.
TpeboBaHus. (yTBepxaéH 1 BBeOEH B Aenicteue MNprnkasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHuio n metponorum ot 27 gekabps 2006 r. Ne 375-cT).

25,

Mpuka3s ®egepanbHON CryObl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccuu ot 11
despans 2013 roga Ne 17 «O6 ytBepxaeHun TpeboBaHun 0 3awwmTte nHdopmaumm, He
COCTaBMsoLLEeN rocygapCTBEHHYIO TalHy, coepallencs B rocyaapCTBEHHbIX
MHGopMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

26.

Mpuka3 ®enepanbHOM cNyx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTponto Poccum ot 18
deBpans 2013 roga Ne 21 «O6 yTBEpPXXOEHUM COCTaBa U COAEPXKaHWSA OpraHU3aLNOHHbIX U
TEXHUYECKNX Mep No obecneveHnto 6€30MacHOCTN NePCoHanbHbIX AaHHBLIX NPy X 06paboTke B
MHOPMAaLIMOHHbBIX CUCTEMAaX NepcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

27.

MeToaunyeckmin oKyMmeHT. Mepbl 3aLmTbl MHOPMaLMK B rOCyAapCTBEHHbIX MH(POPMaLMOHHbIX
cuctemax (yr8. PCTIK Poccum 11.02.2014).

28.

MoctaHoBneHue MpaButenscrtea Poccuiickonn ®egepaumm ot 1 HosA6ps 2012 roga Ne 1119 «O6
yTBEpXXAeHUn TpeboBaHM K 3amuTe NnepcoHarnbHbIX AaHHbIX Npy ux obpaboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepPCOoHanbHbIX AaHHbIX» // CobpaHue 3akoHogaTenbCTBa
Poccuiickon ®epepauun, 05.11.2012, Ne 45, cT. 6257.

29.

MewepsikoB B.A., XXenesHsik B.I., BoHaapb A.O., Ocunexko A.J1., BabknH A.H. lNMepcoHanbHble
AaHHble: opraHusauusa obpaboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocyaapCTBEHHON
BNacTu u mecTHoro camoynpaenenus / lNog pea. B.A. MewwepsikoBa. — BopoHex: BopoHexckun
uHctuTyT MB[J Poccun, 2014. — 186 c.

30.

MocTtaHoBneHne npasutenscTea BopoHexckon obnacTtu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXKAEHUM MOJNOXKEHMS O €UHOM PeecTpe rocyAapCTBEHHbIX MHOPMALIMOHHBLIX CUCTEM
BopoHexckon obnactuy // CobpaHune 3akoHogatenbctea BopoHexckon obnactu 20.06.2011 Ne
4, cT. 285.



http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

EpmowkuH H.H., TapacoB A.A. CTpaTterus MH(OPMaLNOHHBLIX TEXHOMOIrMIA npeanpustus. M.:
M38-80 MoOCKOBCKOro ryMmaHntapHoro yHmsepcuteta, 2003.
KopHees W.K., CtenaHoB E.A. 3awmTa nHgopmaumm B oduce. — "Magatenscteo lNpocnekt”,
2008. — 333 c.
33 AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-

" | doronin-biznes-razvedka.html.
34. | TaHeHbaym 3. KomnbloTepHble cetn / 3. TaHeHb6aym. — CI16.: NMutep, 2005. — 991 c.
Banbix A.C. OueHka BO3MOXHOCTEN atakn Ha nHopmaumoHHyto cuctemy / A.C. Baneix, C.A.
35. | Banbix // KubepHeTtuka n Boicokme TexHonorum XXI| seka: matep. Xl mexagyHapoa. Hayy.-Tex.
KOoH. BopoHex, 11-12 masa 2011 r. — BopoHex : ML BI'Y, 2011. —T.1. — C. 91-96.
36. | Maptbika T.J1. UHdopmaumoHHaga 6e3onacHocTb M.: ®OPYM, 2007
MenbHukoB, Bnagnmup Maenosuy. MHopmaumoHHas 6e3o0nacHOCTb 1 3awmTta nHopmauuu:
yyebHoe nocobue ansa ctyd. By3oB, oby4. no cneumansHocT 230201 "HdopmMaLMOoHHbIe
37. | cuctembl n TexHonornn" / B.MN. MenbHukos, C.A. KneiimeHos, A.M. lNeTpakos; nog pea. C.A.
KnenmeHosa. — M.: ACADEMIA, 2006. — 330 c.— (Bbicwiee npodeccunoHansHoe
obpasoBaHue. VMIHpopmaTurka u BeluncnutenbHas TexHuka). — ISBN 5-7695-2592-4,
AHgpuaHoB B.U."LLUNnoHckme Wwty4dkn" n ycTponcTBa Ans 3almThl 0ObEKTOB U MHGOPMaLUK:
Cnpag. nocobue / B.A.BopoanH, A.B.CokonoB. — C-I16.: JlaHb, 1996.
Abanma3soB 3./. MeToapbl U UHXEHEPHO — TEXHUYECKME CPEACTBA NPOTUBOAENCTBMS
MHpopmaunoHHbIM yrposam / 3.M.Abanmasos. — M.: 'poTek, 1997.
40 Bacunesckuin .B. Cnocobbl 1 cpeacTBa npegoTBpalleHns yTeukn nHdopmaumm no

" | TexHnyeckum kaHanam / V.B.Bacunesckuin. — M.: HIML]| "Henk", 1998.
41. | XopeB A.A., Cnocobsl u cpegctea 3U / A.A. Xopes. — MO PO, 1998.
FOCT P MCO/M3K 15408-2002 «MHdopmaLmoHHas TexHonorms. MeToapbl 1 cpeacTtea
obecneyeHus 6esonacHocTu. Kputepum oueHkn 6e3onacHoCTM MHPOPMALMOHHBIX
TEXHOMOrMn», NPUHAT U BBeAeH B aencrteune NoctaHosneHnem Nocctangapta Poccum ot 4
anpens 2002 r. Ne 133-cT.
NCO/M3K 31000:2009 «YnpasneHune puckamu. MpuHuunbl n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.
NCO/M3K 31100:2009 «YnpasneHue puckamu. Metoamkm oueHkmn puckar, ISO Technical
Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «NHpopmaumnoHHasa TexHonormsa. MeTtogel u cpeacrea
obecneyeHns nHPopMaLUMOoHHOM BesonacHoCTU. MeHeKMEHT pucka MHAOPMaLMOHHON
©esonacHocTu», yTBepXXAEH 1 BBeAeH B fencTaume lNMpukaszom PenepanbHOro areHTcTea no
TeXHU4eckomy perynvmpoBanuio n metponorum ot 30 Hoabpst 2010 r. Ne 632-cT.
MenbHukoB, Bnagnmunp Maenoeuy. MiHdopmMaumoHHas 6e3onacHoCTb 1 3alumMTa MHdopMmaunu:
y4yebHoe nocobue ans ctya. By3oB, 00y4. no cneumansHoctn 230201 "MiHdopMaLMOHHbIE
46. | cuctembl u TexHonoruun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. lNeTpakos; noa peg. C.A.
KnenmeHosa. — M.: ACADEMIA, 2006. — 330 c. : un .— (Beicwwee npodeccnoHansHoe
obpaszoBaHue. NHdopmaTuka 1 BbluucnMTeNbHas TexHuka). — ISBN 5-7695-2592-4.
Muporos B.1O. Accembnep n gusaccembnuposanue / B.KO. Muporos. — CIM6.: BXB-MNeTepbypr,
2006. - 464 c.
"oHyapos, Urope Bacunbesny. MIHopmaLumoHHasa 6e3onacHocTb. CnoBapb MO TepMuHonorum /
48. | N.B. NoH4apos, tO.I". KupcaHos, O.B. Pankos. — BopoHex : BopoHexckasi obnacTtHas
Tnnorpacpus, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.
49. | BpycHuumH H.A. OTKpbITOCTb 1 WnuoHax / H.A.BpycHuumH. — M.: BoennsgaT, 1991.

31.

32.

38.

39.

42.

43.

44,

45,

47.

B) MHCPOPMALIMOHHbIE 3NEKTPOHHO-06pa3oBaTeNbHblE Ppecypchbl (OdULnanbHblie PeCypCbl MHTEPHET):
Ne n/n Pecypc
1. | OBC NaHb
OBC «YHuBepcuteTckasa bubnumorteka online»
OBC «3nekTpoHHas 6ubnuoteka TexHmnyeckoro BY3a» (3BC «KoHcynbTaHT cTygeHTay)
9BC OPAUT
OnekTpoHHas 6ubnunoTeka y4ebHo-MeToamMYecknx MaTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru

BlO|®N|o|g s W

* BHavane ykasbiBaotca OBC, ¢ koTopbiMM umeroTcs goroBopa y BIY, 3atem OTKpbITble 3NEKTPOHHO-
obpasoBaTernbHble pecypchbl U T.4.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

17. OOpasoBaTefibHble TEeXHONOrMu, MpPUMEHsieMble NpU NPOBEAEHUUN TMPAKTUKU W

MeToAuYecKne yKkasaHus Ansi ooy4yaroLmnxca No NPOXoXAEeHUIO NMPaKTUKK

OTyeT NO nNpakTUKe [O0MKEeH OblTb W3MNOXEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM PEeKOMEHOOBAHHbIX TEPMMHOB W abbpeBuatyp 6e3 opdorpadpuyecknx wu
rpammMaTtmyeckux ownbok. MNMpeactaBneHHbIM OTYET NO NpPakTUKe OLLEHMBAETCS Ha COOTBETCTBUE
WHopmauuKn, npeacTaBneHHoM B oTyeTe, AaHHbIM U3 MHAOPMAaUMOHHBLIX pecypcoB obLiero
poctyna cetu IHTepHeT, maTepmnanos nekunn, y4ebHom n TEXHNYECKON nuTepaTypbl.

CTpykTypa oTyeTa no npaktuke

1. OTyeT NO MpakTUKe AOSMKEH BKMYaTb TUTYIMbHbLIM JIUCT, COAepXaHue, BBEAEHME,
OnucaHne TeopeTUYEeCKUX W NPaKTUYEeCKUX acrneKTOB BbIMNOSIHEHHOM pPaboThbl, 3akn4yeHue,
CMMCOK MCMNOSb30BaHHbIX MCTOYHMKOB, MPUIOXKEHNS.

2. Ha tutynbHOM nucte pforkHa ObiTb NpeAcTaBneHa Tema MpakTUKW, rpynna u
damunus CTyaeHTa, OaHHble O npeanpuatiu, Ha 6ase KOTOporo BbINOSMHANAChk MNpakTuka,
hamunus pykosoguTens.

3. Bo BBegeHwn cTygeHTbl OOMMKHbI [aTb KpaTKOe OnucaHue 3ajadvv, peluaemMon B
pamkax npakTUKu.

4. B oCHOBHOM 4acTu oTyeTa CTYAEHTbl NPMBOAAT NOoApPoOHOE onucaHue npoaenaHHom
TEopeTNUYECKON 1 (M) NpakTUYeckon paboTbl, BKNOYas onvcaHne n obocHoBaHMe BblGpaHHbIX
peLLeHni, onucaHme Nnporpamm um T.4.

5. B 3aknoyeHnMn gaeTtca KpaTkasa XxapakTepucTuka npogenaHHon paboTbl, U NPUBOAATCA
€e OCHOBHbI€ pe3yrnbTaThbl.

6. B npunoxeHusax nNpuBOASATCHA HENOCPEACTBEHHble pe3yrnbTaTbl pa3paboTku: TEeKCThbl
nporpamm, rpadunkni 1 guarpaMmmbl, u T.4.

TpebosaHusi K 0hopMIIeHUK omYyema

1. OT4yeT ohopMnaeTca B ne4aTHOM BUAe, Ha nuctax goopmaTta A4.

2. OCHOBHOM TEKCT OT4yeTa BbINOMHAETCA wpudpTom 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbusaeTcs Ha ab3aubl, Kaxabld U3 KOTOPbIX BKIKOYAeT OTCTyn u
BblpaBHUBaAHME MO LUNPUHE.

3. TekcT B NpUNoOXeHUAX MOXeT ObITb BbINONHEH Bonee Menkum wpnudTom.

4. OTyeT pasbuBaeTcA Ha rnaBbl, MYHKTbl WM MOAMYHKTbI, BKIOYaKOLWME AECATUYHYHO
HymMepaumtio.

5. PucyHkn 1 Tabnumubl B 0T4ETE AOMKHBbI UMETb OTAENBbHYK HYMEepauuio U Ha3BaHMWs.

6. Becb oTtyeTr pgomkeH ObiTb OdOpMIIEH B €OMHOM CTune: Be3ge B OoTyeTe Aans
3arofiloBKOB OOHOMO YPOBHSl, OCHOBHOrO TeKCTa W NOAMNUCEN [OOSMKEH WCMNONb30BaTbCA
OAMHAKOBbIN LLIPUMPT.

7.CTpaHnubl OT4YeTa HyMEpylTCHd, HayuMHas C TUTYNbHOro nucrta. Homepa cTpaHuy,
NpOCTaBNATCA B NPaBOM BEPXHEM Yrny AN BCEro otyeTa KpoOMe TUTYNbHOro NncTa.

8. CoaepxaHne oTyeTa SOMMKHO BKMKOYATb NepeyeHb BCEX rnaB, MyHKTOB U MOAMYHKTOB,
C yKasaHMeM HoMepa CTpaHuLbl NS KaX4oro afieMeHTa cogepKaHus.

9. Ccbifnikn Ha nuTepatypy W Apyrue UCMnofnb30BaHHblE WMCTOYHUKM OGOPMNSAOTCA B
OCHOBHOM TEKCTE, @ CaMu UCTOYHUKN NEPEYNCHISIOTCH B CMIMCKE UCMONb30BaHHbBIX MCTOYHMKOB.
10. O6bem oTyeTa No NpakTuke AomkeH bbiTb He MeHee 20 cTpaHuL.

18. MaTepnanbHO-TeXHUYECKOEe obecnevyeHne NPaKkTUKM:

2. Boponex, yn. YHugepcumemckas rsiowaos, 0.1, anasHbil y4ebHbIt Kopryc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHasd
namsate 86, SSD 250I6. Mynbtumeguanpoektop Epson. Aygumo konoHku EV (2 wrT.).
MukpodoH. OkpaH ans npoektopa. MapkepHble naHenu Askell (2 wr.).

394018, 2. BopoHex, CpedHe-Mockosckas yn., 0. 6 a, nomews. V, OO0 "TexHomapkem"

B cootBetctBMM C poroBopom Ne1124 ot 18.06.2019 o npakTtMyeckom nNOAroToBKe
obyyatomxcs.

394018, 2. BopoHex, mowads JleHuHa, 1, [Npasumenbcmeo BopoHexckol obrnacmu
B cootBetctBUM C pgoroBopom Ne1162 ot 19.06.2019 o0 npakTnyeckon MNOAroTOBKe
oByyvaroLmnxcs.




394006, e. BopoHex nn. JleHuHa, 0.11, YnpasneHue 3anucu akmog 2pax0aHCcKo20 COCMOSHUS

BopoHexckou obnacmu (ynpasneHue SAI'C BopoHexckou obniacmu)

B cootBetctBuM c poroBopoMm Ne1412 ot 05.07.2019 o0 npakTtu4yeckonm mnoAroToBke
obyvatoLmxcs.

394006, e. BopoHex yn. Bopowunoea, 14, [denapmameHm _couuasbHOU _3aujumsl

BopoHexckou obnacmu ([IC3 BO)

B cootBetctBUM c poroBopoMm Ne1413 ot 05.07.2019 o npakTudeckom noAroToBke
obyvatoLmxcs.

394006 e. BopoHex, yn. KpacHoapmelickas 0. 520, [enapmameHm 30pagooxpaHeHuUsi

BopoHexckou obnacmu
B cootBetctBuM c poroBopom Ne1414 ot 05.07.2019 o0 npakTudeckon MOAroToOBKe
obyvatoLmxcs.

394036, . BopoHex, ynuua K.Mapkca, 70, [lenapmameHm ¢huHaHco8 BopoHexckol obnacmu
B cootBetctBun c porosopom Ne1431 ot 19.07.2019 o0 npaktnyeckon nNOAroToBKe
oby4aroLmxca.

394036, e. BopoHex, OO0 "®unocopusa.UT"

B cootBetctBuM c pgoroBopom Ne427 ot 20.05.2019 o npakTndeckon nOAroToBKe
obyyaroLmxcs.

394036, 2. BopoHex, OO0 "P.T PeweHue"

B cootesetctBuM ¢ porosopom Ne 684 ot 07.05.2019 o0 npaktudeckon nOAroToBKe
obyyaromxcs.

394006, BopoHex, yn. KpacHoapmelckas, 0.52[0, bLI «[aneoH», 3 amax, ogpuc 209, OO0

"QuTu KoHcanmuHa"

B cootesetctBuM c pgorosBopoMm Ne685 ot 07.05.2019 o npakTudeckom nOAroToBKe
oby4aromxcs.

2. BopoHex, yn. YHugepcumemckas nnouwads, 0.1, y4ebHbiu kopryc 16, ayd.407
KomnbtoTep B coctaBe (16 wr.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; monmtop DELL S2419HN. Komnbtotep B coctaBe (1 wrT.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatnBHasa namatbe 96 6, SSD 176, HDD 4T6,
Bngeokapta NVIDIA GeForce RTX 2080 Ti (2 wr.); moHutop DELL S2419HN. UcTouHuk
©ecnepebonHoro nutanus APC Back-UPS BV1000I-GR, line-interactive, mowHocTb: 1000BA,
600BT (16 wrT.). UctouHuk 6ecnepebonHoro nutaHus Legrand KEOR LINE RT 1500BA (1
wt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
NHtepaktnBHas gocka SMART SBM685 (87 gwownmos, MO SMART SLS) ¢ naccmBHbIM
notkoM. lNMpoekTop Vivitek DH758UST (ynbTpakopoTkodokycHbi, DLP, Full HD 1080p (1920
x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas nnouiads, 0.1, enasHbil y4ebHbIlU Kopryc, ayd.214
KomnbtoTep B coctaBe (16 wrT.): cucTteMHbin 6rok: npoueccop Intel(R) Core(TM) i5,
onepatmeHas namate 86, HDD 5006; moHuTop: LG FLATRON. MynbTumegunanpoektop
BenQ. OkpaH HacTeHHbIn ana npoektopa. Ayano KonoHku Creative A60. KommyTtaTop.

r. BopoHex, yn. YHuBepcuteTckas nnowagb, 4.1, rmasHbI y4ebHbIN Kopnyc, aya.216
KomnbtoTep B coctaBe (14 wr.): npoueccop Intel Core i3, onepatnBHaa namsatb 86, HDD
5006, eupeokapta NVIDIA GeForce; moHuTtop: Acer. KomnbioTep B coctaBe (1 wWr.):
npoueccop Intel(R) Core(TM) i5, onepatuBHas namsatb 86, HDD 500I6; moHuTop: Acer.
OKpaH HacTeHHbIn gns npoektopa. MynbTumeguanpoektop BenQ.  McTouHuk
6ecnepeboriHoro nutaHus Back-UPS 650. KommyTtaTtop Cisco Catalyst 3750 Series.

2. Boporex, yn. YHueepcumemckas rnsiowadsb, 0.1, 2rnasHbll y4ebHbit kopryc, ayd.124
KomnbtoTep B coctaBe (17 wT.): cuctemHbin 65ok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnsHas namsatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce
GTX 1050; moHuTtop: Dell S2419H. UnTepaktneHaa gocka SMART SBM685 (87 atonmoB).
MynbTumegumanpoektop Vivitek ynbTpakopoTkodoKkycHbIn. WcTouHMK ©ecnepebonHoro




nutaHua Legrand Keor SPX 1000 BA IEC C13 (16 wT.). NcTo4HMk 6ecnepebonHoro nutaHus
Legrand Keor Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. Boponex, yn. YHusepcumemckas rsiowaos, 0.1, y4ebHbit kopnyc 16, ayd.406
YuebHbiti cmeHd "[IpoepammHbie cpedcmea kpunmozpagpuu”, SCRYPTO B cocTaBe: Kapkac
MOHO6OKa (1 LWT.); MIHTErPUPOBAHHbIV BbIYUCANTENBHbLIN y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: pBa sgpa ¢ TaktoBom dactotom 2700 Miu, O3Y: o6béMm 4 6 TMn DDR-3,
TBEpPAOTENbHbIN Hakonutenb SSD obbemom 60 6, 6Gnok nuTaHma mowHocTbio 300 BT, 2
ceteBblx WHTepdenca GigabitEthernet; nepeknovatens KBM-tmna D-Link (1 wr.);
Heynpasnsembln kommyTaTop D-Link (1 wWwTt.); MoAynb nuTaHUsA, KOHTPOMS W WHTerpaumu
cteHga B obuwyto nabopatopuio (1 wrt.); MoHuTop Philips(1 wWT.); KOMNMAEKT KOHCOMNM
paboyero mecta obyvaemoro (1 wr.) B coctase: knasmatypa Oklick, mbiwb Oklick; komnnekT
yyebHo-meToamyecknx nocobum (1 k-T.); CTATUCTUYECKOe nporpamMmmHoe obecnevyeHne
yrnpasreHus wmogynem nutaHua (1 wr.); dnaw-guck BocctaHoBneHna OC Ha
nHTerpupoBaHHbix K (3 wTt.) ¢ onepaumoHHon cuctemon ArchlLinux; dnaw-anck
MYNbTUMEANNHOro MeToaudeckoro nocobusa (1 wWT.); rpynna KOMMYTaUWOHHbLIX MOPTOB (2
LT.).
Tunosou kommekm y4ebHozco obopydosaHusi "Cemesas 6e3onacHocmb”, SECURITY B
cocTaBe: ynpaBnsieMbii KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaBnsembin
KoMMyTaTtop BTOporo ypoBHA D-Link (1 wT.); annapaTHO-NPOrpaMMHbIA  SMYNATOP
yCTpoucTBa nokanbHonm cetn (1 wWwrt.); HeynpaBnsiembln kommytaTtop D-Link (2 wrt.);
MapwpyTtusatop OecnpoBogHonm D-Link (2 wrT.); 6paHamayap D-Link (2 wT.); moaynb
NUTaHUS, KOHTPONSA U MHTEerpaumm cteHaa B obuyto nadopatopuio (1 WT.); KOMMyTaUMOHHaNA
naHens (1 wWT.); BblMMCAUTENBHBLIM y3en (4 wWT.) B coctaee: npoueccop Intel: aBa agpa c
TaktoBoun Yactoton 2700 My, O3Y: 06vém 4 6 Tn DDR-3, TBEpAOTENBHLIN HAKONUTENDb
SSD obvemom 60 6, 6nok nutaHma mowHocTtbto 300 BT, 2 ceTeBbiXx WHTepdenca
GigabitEthernet, 1 6ecnpoBogHo ceTeBon NMHTEPENC; MOHOONOK (1 WT.); CTAaTUCTUYECKOE
nporpammHoe obecrnevyeHne ynpaBrneHuss MOAyNeM MUTaHus, KOHTponsa u uHTerpaumm (1
LIT.); NporpaMmmHas cuctema socctaHosneHunsa U-Profi (R) (4 donaw-aucka obvemom 8 6) (1
Wwr.); yanuumtenb USB (4 wrT.); kabenb VGA (2 wrt.); naty-kopg (10 wrt.); meTtoanyeckoe
nocobue (2 k-Ta.).
YuyebHo-npakmuyeckul cmeHd «Cucmembl KOHMpPOossa U ynpasnaeHusi docmyrnomy, P3U-
CKY[l B coctase: mogenb cTeHbl (1 WwT.); HOyTOYyK Lenovo (1 wT.): akpaH ¢ anaroHansio 15.6"
(paspeweHne 1366x768), O3Y obbemom 2048 MO, Hakonutenb obbemom 120 T6,
npoueccop Intel gBa agpa ¢ TaktoBon vyactoton 1,4 Ty, BebG-kamepa; ckaHep NIMHENHbIX U
ABYMEPHbIX WTpUX-koaoB (1 wrT.); cBeToauoa (1 WT.); SnekTpomexaHndeckui 3amok (1 wrT.);
ceteBon koHTponnep CKY[O (2 wr.); MynbTUMEOUAHbIA TEepMUHaN MHOrogakTOpPHON
noeHTugukaumm, B TOM Yymcne pacnosHasaHue nuy (1 WT.); HacToNbHOE YCTPONCTBO YTEHUSA
n 3anncu cmapT-kapT (1 WT.); KOHTaKTHas cmapT-kapTa ¢ 06bEMOM namaTn 256 6anTt (5 wr.);
USB kntov tmn e-token (1 wt.); komnnekt MO n koHBepTop (1 WT.); NnporpammaTop KapT
Mifare HacTonbHbI (1 WT.); cuuTbiBaTeNb OECKOHTaKTHbIX KkapT Em-Marine (1 wr.);
cunTbiBaTenb 6eckoHTakTHbIX kKapT Mifare (1 wrT.); cmapTt-kapta Tun Mifare (5 wrT.); cmapT-
kapTa TMn Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpaMmmaTop Krntoden
Touch-Memory (1 wT.); Mogynb cornacoBaHns nHtepdencos (1 WT.); 9NEKTPOMarHUTHbIN
3amok (1 wWwT.); cuyuTbiBaTenb knwyen TouchMemory (1 wWwT.); ceTeBoW KOHTponnep
TouchMemory (1 wrT.); 6nok nuTaHmns (1 WT.); NnporpaMmma pacno3HaBaHMs aBTOMOOUIbHbIX
HomepoB (1 wT.); makeT Homepa TC P® (5 wr.); ceteBoe pene (1 wrt.); IP-kamepa (1 wr.);
KommyTaTtop Heynpasnsembin D-Link (1 wWwT.); MOAynb NUTaHMsA, KOHTPOMS M MHTerpaumm
Komnnekta B obuwyt nabopatoputo (1 wWT.); cTaTMCTMYECKoe nporpaMmHoe obecneveHve
yrnpaBneHns Moaynem MuTaHus, KOHTPONsS U nHterpaumm (1 wWrt.); NporpaMMHbIA dMynaTop
dunamyeckmx obbvekToB goctyna (1 wr.); metogmyeckoe nocobue (2 wr.).
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19. OueHo4Hble cpeacTBa ANA NPOoBeAeHUA TeKyLLen 1 NPOMEXYTOYHOM aTTecTauum
oby4aroLwmxcs No npakTmke

20. TunoBble OLEHOYHbIe cpeAcTBa M MeToAMYeCKUe MaTepuanbl, onpegensilowue
npoueaypbl OLleHMBaHUA

20.1 TeKyLuMin KOHTPOIb yCNEeBaeMoCTH
KoHTponb ycneBaemocTv N0 AUCUUNIIMHE OCYLLEeCTBNAETCS C MOMOLLbIO CReaytoLmnX OLEeHOYHbIX
cpeacTs:
[poekm

MepeyeHb NPOEKTOB

1. W3y4yeHue OpraHu3aLMOoHHOro CTpOEeHus 6a30BbIX npeanpuaTun, Ha3HayeHus
OTAEeNbHbIX NogpasaeneHnii n cnyxo, a Takke X B3aMMOAeNCTBUS.

2. WN3yyeHne wucnonb3lyemblx B CTPYKType npeanpuatms MeToaoB 006paboTkM  MCXOAHbIX
MaTepuanoB W COOTBETCTBYIOLMX CPeAcTB, a Tawke obopyaoBaHus, npegHasHayeHHoOro And 3aTux
Luenen.

3. [puobpeTeHne npakTU4ecknx HaBblkOB MO pas3paboTke W/unu noaroToBKE KOHCTPYKTOPCKO-
TEXHONOrMYEeCcKOM [OOKyMEeHTaumMuM Ofs NPOM3BOACTBa annapaTypbl 3awWuTbl MHPOPMALMU C y4eTOM
TPagULUMOHHbBIX Ans 6a30BOro npeanpuaTvs UCXOAHbIX MaTepuanoB, obopyaoBaHuMs M METOAOB
00paboTku.

4. W3syyeHne npuHUMNOB paboTbl M NpuoBpeTeHne HaBbIKOB MPaKTUYECKOro MCMoNb30BaHUA
obopynoBaHus ans aBTOMAaTM3MPOBAHHOWN NOArOTOBKM KOHCTPYKTOPCKO-TEXHOSTOMMYECKON
OOKyMeHTaumn Npu NOAroToBKe Npon3BOACTBA K CEPUNHOMY BbINYCKY N3OENNNA.

5. OsHakomneHne C MeTogamum M COOTBETCTBYHOLUMM OOOpyLoBaHWEM [nsi MPOU3BOACTBA M
KOHTpONns  rogHocTn  annapaTypbl. [lpuobpeTeHne  NpakTUYeckux  HaBblkoB  paboTbl  C
obopynoBaHMeM  Onsi KOHTPONA M Jflokanu3auum  TexHonorndyeckux  aedpektoB  nocne
aBTOMaTM3MPOBaHHON cOOPKM Modynen CPeacTB 3amThl MHhOpMaLUnN.

6. WN3yyeHne MeTOOOB TEXHMKO-3KOHOMMYECKOrO0 OBOCHOBAHMS M TEXHONOMMYECKOW MOArOTOBKM
Npov3BOACTBA MPU BblNyCKE HOBbIX U3OENNNA.

7. WI3ydeHne CTpPyKTypbl, COCTaBa nporpaMmmMmHo-annapaTHbIX CPeacTB 3alimTbl MHopmaumm n
NH(POPMALIMOHHbBIX CUCTEM.

8. WNayyeHne wn npakTnyeckoe nNPUMEHEHME HOBbIX WH(OPMAUMOHHBLIX TEeXHONOorMn Ans
pelweHns pasHoobpasHbiX MNpuUKNagHbIX 3agad M pa3paboTku cneumannanpoBaHHbIX KOMMSIEKCOB
3aLWmThl HOpMaLUUN.

9. TlaTeHTHO-MHOPMALUMOHHOE UWCCreaoBaHMe MO BbIOOPY BapuaHTOB BO3MOXHbLIX PELUEHUI
no Teme M WX OLEHKe, COMOCTaBfEeHWe C TEeXHUYECKMM YPOBHEM COBPEMEHHbIX OTEYECTBEHHbLIX W
3apybe’kHbIX aHanoros.

10. PaspaboTtka n ocopmneHme paboumnx yepTexen n OApyron TEXHUYECKOW U IKCMyaTaumoOHHON
AOKYMEHTaL MM Ha CNPOEKTUPOBAHHOE U3[enve unm nporpaMmMHble cpeacTsa.

11. PaspaboTka M npuUMeHeHWe MalWHHbIX METOAOB MPOEKTUPOBAHUA W3denuin, paspaboTku
yepTexen n TEXHONOrMYECKMUX NPOLIECCOB.

12. AHanua TexHONOrM4yeckoro npouecca kak obbekta ynpasneHusi, Mogenu obbekTa U 3aKOHbI
ynpaBneHus.

13. TexHun4yeckoe NpoeKkTUpoBaHNE CPEACTB 3aLMTbl NHPOPMALMN.

14. PaspaboTka oTaenbHbIX NOACMCTEM 3aLUUTbI MHCpOPMaLUK.

15. PaspaboTtka paboyen JOKyMeHTauuW.

16. OnpepeneHne addekTMBHOCTU paspaboTaHHbIX MEeTOOOB W KadecTBa COCTaBMEHHbIX
nporpamMmm.

TpeboBaHUA K BbINONMHEHNIO 3a4aHUN

lMpoBecTn aHanu3 nOCTaBNEHHOM 3ajadnM C TOYKM 3peHua obecrneyeHns HaxoXaeHUs
3P(PEKTMBHOIO peLleHns onMpasiCb Ha CYLLECTBYIOLLYIO MHAPACTPYKTYpY OpraHusauum (paccMoTpeTb
TeopeTMYecKme acnekTbl, Ha OCHOBaHUM aHanu3a NoCTPOUTb MOLESb PELUEeHUs 1 T7.4.).

20.2 NMpomexyToyHasa aTrecTaums



MpomexyToyHas aTTecTaums No AUCUMUMNMHE OCYLLECTBMSIETCSH C MOMOLLbIO CrieayoLwmnx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

[lepeyeHb uHOUBUOAyarsibHbIX 3adaHul
PaspaboTatbe nporpammMHOE NpUIIOXeHne, peanuayloLlee:

1. LU-pasnoxeHue maTpuupbl.

2. MerTtopg Naycca pelueHnsa cuctem NMHENHbIX ypaBHEHNN.

3. MeTog nporoHku.

4. TlocTpoeHue  WHTEpPnosIAUMOHHOIO  MHOrouYfneHa  MeToAOM  HeomnpeaenéHHbIX
KO3(PPMLNEHTOB.

MHTepnonaumMoHHbIM MHOroYneH JlarpaHxa.
WHTepnonaumMoHHbIA MHOrouneH HetoToHa.

MeTon HanmMeHbLINX KBAOPaTOB.

MpubnuxeHne yHKUNN KyBU4eCKUMN crnranHamu.

MeTopg npocTbix ntepauun. Metoa HetotoHa. MeTop cekyLimx.

10 ABHbIN MeToq Onnepa. HeaBHbIN MeToa dunepa.

11. MeTtoabl PyHre — KyTTa.

12. Metoabl  NPUOAMXKEHHOINO  pelleHUs  KpaeBblXx 3agady  ans OBbIKHOBEHHbIX
AnddpepeHumarnbHbIX YpaBHEHUI BTOPOro nopsaakKa.

13. MNpocTenwmne gBHass U HesiBHasi PasHOCTHble CXeMbl B cnyyae 3agayvm Kowwn ans
YypaBHEHNA TENNONPOBOLHOCTH.

14. Pa3HOCTHasi cxemMa «KpeCT» B Cllydae HauvalbHO-KpaeBOW 3ajayu Ans BOJSIHOBOro
YpaBHEHUSA.

15. PasHocTHasa cxema «KpecT» B crnydae 3agayn [upuxne ana ypaBHeHus [NyaccoHa.

16. OuckpeTHoe npeobpasoBaHne Pypbe. boicTpoe npeobpasoBaHne Pypbe.

17. Hantn makcumanbHoe no Moaysnto cOBCTBEHHOE 3HayYeHue cTeneHHbIM MeToAOoM Ans
3agaHHOW MaTpuLbl.

18. C nomowbto LU-pasnoxeHnsi HAMTU CODCTBEHHbIE 3HA4YeHUs U COBCTBEHHbIE BEKTOpa
Ans 3ajaHHON MaTpuubl.

19. MeTogomMm Xarneukoro pewnTb CUCTEMY JIMHEWHbIX anrebpanyeckux ypaBHEHUA C
NEHTOYHOM MaTpULLEN.

20. Bbl4MCnNUTb UHTEPNOMSLUMOHHOE 3HAYEHNE (PYHKUUM U OLEHUTb TOYHOCTb MOMYyYEHHOro
3Ha4YeHUs C UCNoJSIb30BaHMEM NOSIMHOMOB JlarpaHxa BTOpour 1 TpeTben CTENEHN.

21. NHTepnonupoBaTb YHKUMM C MNOMOLLbID MHOroudrnieHa JlarpaHxa cteneHM m Ha
HepaBHOMEPHOW CeTKe Y3I0B.

22. PewnTb HenvHenHoe auddepeHumanbHoe ypaBHEeHMEe MeTodoM Xoph (MeToaom
NMHENHOW MHTEpPNONALUK)

23. Pewuntb  cuctemy  HenuHenHbIX — gudppepeHumnanbHbIX — ypaBHEHUWM  METOLOM
NOJSIOBUHHOIO AeNeHus.

24. Pewntb siBHbIM MeTogoM Ownnepa 3agady Kowwm ans cucteMbl OBbIKHOBEHHbIX
AndpdbepeHLmanbHbIX YpaBHEHUA C 3a4aHHOW TOYHOCTbIO, UCNONb3ySa AN BbIOOpa Lwara CeTku
npasuno PyHre.

25. CpaBHuTb MeTog PyHre-KyTThl 1 MeTOg Agamca 3agaHHOro nopsigka TOYHOCTM.

©ooNOO

MpoBecTM aHanu3 nOoCTaBNEHHOW 3adayM C TOYKM 3peHusi obecnevyeHuss MakCcMMarnbHO
apeKkTMBHON  3almTbl  UHGOPMaUuM B MHGPACTPYKTYpe opraHusaumm (paccMoTpeTb
TeopeTudecKkne acnekTbl, Ha OCHOBaHWM aHanM3a NocTPouTb Moaenb 6e3onacHoCTK).

1. Yrposa oTkasa cnyx6 (yrposa otkasa B goctyne). OcCoO6eHHOCTM 1 NpumMepbl peanusauum
yrpossbil.

2. Yrpo3a packpblTus napameTpoB cuctembl. OcobeHHOCTM W npumepbl peanusaumm
yrpossbil.



3. OCcHOBHble TuMbl NONUTUKM ©e30nacHOCTM AocTyna K AaHHbiM. [QUCKPEUWOHHble U
MaHAaTHble NONIUTUKN.

4. TpeboBaHua K cuctemMam  KpunTorpapuyeckonm  3awmTbl:  Kpuntorpaduyeckune
TpeboBaHusa, TpeboBaHna HagexHocTn, TpeboBaHus no 3awmute oT HCH, TpeboBaHma kK
cpeactesam paspaboTku.

5. AAMWUHUCTPATUBHBIA YPOBEHb 3alunTbl WMHpOpMaumn. 3agaynm pasnnyHbIX YPOBHEN
yrnpaBneHus B peleHnn 3agadm obecneveHms MHopMaLMOHHON 6e30NacHOCTM.

6. MNMpouenypHbIn ypoBeHb obecneyeHus GesonacHocTU. ABTOpM3aums Nonb3oBaTenen B
MHOPMALNOHHOW CUCTEME.

7. \peHTudukaumna n  ayteHTUdukaums npu Bxode B  WHAOPMALUMOHHYHD CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CXeM. HegocTaTkm NaposibHbIX CXEM.

8. NoeHTudmkauua wn ayteHTUdukaumsa nonb3osatenen. [lpMmeHeHne nporpamMmHo-
annapaTtHbIX CPeacTB ayTeHTUMUKaumm (CMmapT-KapTbl, TOKEHBbI).

9. bnomeTpuyeckmne cpencrsa naeHTUmMKaumm n ayteHTumnkaLmm nonb3oBaTenen.

10. AyTeHTudmkaums cybbeKkToB B pacnpeneneHHblix cuctemax, npobnemMsl n peLleHmns.

11. AyauT B WH(POPMAUUNOHHBIX cucTemax. PyHKUMM U Ha3HadYeHWe ayauTta, ero pornb B
obecnevyeHnn nHpopmaLmMoHHON 6e30nacHOCTH.

12. Bupycbl u meTtoabl 60pbbbl C HUMWU. AHTUBUPYCHbIE NPOrpamMMbl U NaKeThbI.

13. MNMporpaMmmHo-annapaTHble  3alWmuTbl  MH(OPMAUMOHHBIX pecypcoB B WHTepHerT.
MexceTeBble 3KpaHbl, UX PYHKUUN U HA3HAYEHNA.

14. Kputepun oueHkn ©6e30MacHOCTU KOMMNbITEPHbIX cucteMm. CTpykTypa TpeboBaHun
6esonacHocTu. Knacchl 3almLLEeHHOCTMW.

15. EanHble kputepumn 6e30MacHOCTU MHPOPMALMOHHBIX TexXHosorun. MNMoHatne npoduns
3awuTbl. CTpyKTYpa npoduns 3allmThbl.

16. EgnHble kputepumn 6e30nacHOCTU MHAOPMAUNOHHBLIX TeXHONorun. [poekT 3awuThbl.
TpeboBaHus 6e3onacHoCTH (PyHKUMOHaNbHbIE TpeboBaHNA N TpeboBaHMS aAeKBaTHOCTH).

17. MNoHAaTne anekTpoHHOM umdpoBon noanucu. lNpouenypbl PopMUpoBaHUA LMPPOBOM
noanmcu.

18. MeToabl HeCMMMETpPUYHOro wugpoBaHus. Mcnonb3oBaHMe  HECUMMETPUYHOro
WwnppoBaHna onst obecneyeHns LenoCcTHOCTN SaHHbIX.

19. CpenoctBa obecneyeHuss uHgopMaumoHHonm 6GesonacHoctn B OC  Windows.
PasrpaHnyeHune goctyna Kk gaHHbIM. [pynnoBasi nonmTuka.

20. NpumeHeHne annoson cuctembl NTFS pgna obecnedeHnss WMHPOPMALMOHHOM
6esonacHoctn B Windows.

21. Cnuckn koHTpons goctyna k gaHHbiM (ACL) ux ponb B pasrpaHuMyYeHun gocTtyna K
AaHHbIM.

[MpomexyTouHasa aTTecTaumsa No NpaKTUKE BKITOYAET NOArOTOBKY U 3aluTy oT4eTa.

OTyeT cogepxuT cnegywowmne coctasnsaowme: obpaboTaHHbIN U CUMCTEMATU3NPOBAHHBLIN
Matepuan rno TemaTuke MPaKTUKK; 3KCMEepPUMEHTAarNbHY YacTb, BKIHOYAKOLLYI0 OCHOBHbIE
MeToAbl NPOBEeAEHNA UCCNeAoBaHNA U cTaTUCTU4ecKon obpaboTkn, obcyxaeHne nosyYeHHbIX
pe3ynbTaToB; 3aKmnto4YeHne, BbiBOAbI U CMMCOK NUTEPaTYpPHbIX MCTOYHUKOB. OTYeT 06a3aTensHO
noanucbiBaeTcs (3aBepsieTcsl) pyKoBoaUTENEM NPakTUKN. Pe3ynbTaTbl NPOXOXOEHUS NPaKTUKK
AOKnaapiBaloTCs obyyaloWmnmMes B BUAE YCTHOrO COOOLLEeHUA ¢ AeMOHCTpauven npeseHTtauumm
Ha 3acefaHuun kadeapbl (3aKOYMTENBHON KOHepeHuun).

Mo pesynbTatam pJokrnaga € YY4eTOM XapaKTepUCTUKM pPyKoOBOOUTENA W KayecTBa
npeaCcTaBNeHHbIX OTYETHbIX MaTepumanoB obyvarLeMyca BbICTaBAAETCS COOTBETCTBYHOLLAS
oueHka (ouddepeHUMpOBaHHbIA 3a4eT MO MTOram MPaKTUKM BbiCTaBnsieTcs obyvarowmmcs
pyKkoBoAMUTENEM MPAKTUKM Ha OCHOBAHWW JOKMada U OTYETHbIX MaTepuanos, NPeacTaBneHHbIX
obyyvatowmmcs).

OueHKa no npakTuke BbICTaBNAETCS PyKOBOAUTENEM MPAKTUKM OT Kadpeapbl HA OCHOBE
cogepxaHna oT4yeTa CTydeHTa, OT3blBa pPyKOBOAUTENS OT NpeanpuaTud, BbICTYNIEHUS C
npeseHTaumMen n 0TBETOB Ha BOMPOCHI NO UTOraM NpaKTUKN.



OTtyeT NO npakTuke [OMmKeH ObiTb M3MOXEH TEXHUYECKM T[PaMOTHbIM HA3bIKOM C
NPUMEHEHNEM PEeKOMEHAOBAHHbIX TEpMUMHOB U abbpesuatyp 6e3 opdorpadpuyecknx wu
rpaMmmaTmyeckmx owunbok. lMpm 3awmte oTyeTa MO MpakTUKe OLEeHMBaeTCsl COOTBETCTBUE
MHdopMauuK, NpeacTaBleHHONn B OT4yeTe, AaHHbIM U3 MH(OPMALMOHHbBIX PecypcoB 0b6Llero
pocTyna cetu IHTepHeT, maTepmanoB fnekumm, y4ebHOoM 1 TEXHUYECKON NUTepaTypbl.

KoHeuYHbIMM pe3ynbTataMy OCBOEHWUSA MPOrpamMmbl MPaKTUKN ABNSAOTCSA CPOPMUPOBaHHLIE
KOTHUTUBHbIE [OECKPUMTOPbI «3HaTb», «YMEeTb», «BrageTb», PacnuCaHHble MO OTAENbHbIM
komneteHumam. OHuM npeacTtaBneHbl B Tabnuue. dopmmpoBaHMe 3TUX OECKPUNTOPOB
npoucxoout B TeYeHWe BCEro nepuvoaa nNPOXOXAEHMs MNPakTUKW, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HAa MecTe MPOXOXAEHUS NPAKTUKM NPU BbINONIHEHMM Pa3NUYHbIX
BMAoOB paboT nog pyKOBOACTBOM PYKOBOAUTENS NPAKTUKM OT Kadpeapsbl.

[ns oueHKn aeckpmMnTopoB koMneTeHunn ncnonb3yetcs 100 6annbHaga Wkana oueHoK.

[na onpeaeneHnsa akTU4YeCcKnx OLEHOK KaXKAoro nokasatens BbiICTaBMAKTCA creayroLmne
O6annbl.

Ona peckpunTopoB Kateropumn «3HaTby:

- pesynbTaTt, coepXXaluMi TMOSMHbLIM NPaBUSbHbIA OTBET, MOSIHOCTLIO COOTBETCTBYET
TpeboBaHuAM Kputepusi (OTBET MOSHbIA N MNPABWUSbHbLIN HA OCHOBAHWWM W3YYEHHbIX TEOPWUMN;
Martepuarn M3foXeH B OnpeaenneHHON NOrm4yeckon nocrnenoBaTeNibHOCTU, Hay4YHbIM SA3bIKOM;
oTBeT camocTtoaTerbHbI — 85-100% oT MakcumansHoro konmyectso 6annos (100 6annos).

CoOTBETCTBYET OLIEHKE - «OTIIUYHOY;

- pesynbTaT, COAepXalluMi HEMNOSNHbIA MNpPaBUMbHbIA OTBET WNW OTBET, coAepKaluui
He3Ha4YUTENbHbIE HETOYHOCTU (OTBET [OCTATOYHO MOSHbIA M MNPaBUSTbHBIA HAa OCHOBAHWUK
N3yYeHHbIX MaTtepuarnos, mMaTtepwuan N3NOXeH B  OnNpeaeneHHomn NOrn4yeckomn
nocrniegoBaTenbHOCTU, NPU 3TOM AONyLWEeHbl ABE-TPU HECYLLECTBEHHbIE OWKNOKK), 75-84% oT
MaKkcuMmanbHoro konudectsa 6annos; COOTBETCTBYET OLEHKE - «XOPOLLOY;

- pesynbTaT, cogepXawunh HENosNHbIA MpaBUIibHbIA OTBET WU OTBET, COLepKallmi
3HauyuTemnbHblE HETOYHOCTU (NpU OTBETE AoMnyuwleHa CywecCcTBEHHas owubka, unnm B OTBETE
cogepxutca 30 - 60% HeobxogumbIX CBeLeHUA, OTBET HecBA3HbI) — 60-74 % oT
MakcumanbHOro konuyectsa 6annos; COOTBETCTBYET OLEHKE - «yAOBIETBOPUTENTBHOY;

- pes3ynbTaT, coAepXKalui HEMOSHbIA MpaBWUbHbIM OTBET (CTEMEeHb MOMHOTbI OTBETa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYLLECTBY 3aJaHnd) Unm oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWLUMA MNOMHOCTbIO TpeboBaHusm kputepuss, — 0 % oT
MakcumanbHOro konuyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTEITBHOY.

Ona peckpunTopoB KaTeropumn «Ymetb» u «Bnagertb»:

- BbIMOMHEHbI BCe TPeBOBaHMS K BbIMNOSIHEHUIO, HAaNMMCaHUIO U 3awuTe OT4yeTa. YMeHue
(HaBbIK) cdhopmmnpoBaHo NosTHOCTLIO — 85-100% OT MakcMmanbHOro konnyecTsa 6annos.

CoOTBETCTBYET OLIEHKE - OTIIUYHOY;

- BbIMOSIHEHbI OCHOBHbLIE TPeboBaHWA K BbINMOMHEHWUIO, OOPMIIEHUIO M 3alUMTE OT4yeTa.
NmetoTca oTaenbHble 3ameyaHnsa n HegocTatku. YMeHue (HaBblk) chopMMpPOBaHO AOCTAaTOYHO
NoJsiHO — 75-84% OT MakcumanbHoOro konmyectasa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

- BbINONHeEHbl ©a3oBble TpeboBaHMS K BbIMOMHEHUIO, OOPMIEHUID M 3aluTe oT4veTa.
MmetoTca OOCTaTOYHO CyLLECTBEHHbIE 3aMeyaHusi U HefocTaTku, Tpebyuwme 3HauYnTenNbHbIX
3aTpaT BpPEeMEeHM Ha wucnpasreHne. YMeHune (HaBblk) CHOPMUMPOBAHO Ha MWUHUMAanbHO
AonycTtnmMom ypoBHe — 60-74% OoT makcumarnbHoro konmyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HAaNUCaHUIO N 3awmTe oT4yeTa. IMETCS MHOrOYUCNEHHbIE CYLLLECTBEHHbIE
3aMeyYaHus U HegocTaTku, KOTopble He MOryT OblTb WMCNpaBneHbl. YMeHWe (HaBblK) He
copmmposaHo — 0 %.

[na atrectaumm CTyOeHT NpeabsiBNsieT OHEBHUK MNPaKTUKW, 3adaHWe PYKOBOAMUTENS Ha
NPOXOXOeHMe nNpPakTUKN M odopMnsieT pesynbTaTbl NPaKTUKM B Buae oOTvyeTa U roToBUT
BbICTYMNSIEHNE C Npe3eHTaumen no pesynbTaTtamM NpPakTUKK.

[ns oueHnBaHus pe3ynbTaToB 00y4YeHMs1 Ha 3a4YeTe C OLIEHKOM ncnonb3dyetcs 4-6annbHas
Wwana: «OTANYHO», «XOPOLLO», «yOOBMETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.



CooTHoLweHMe nokasaTeneu, Kputepmes U WKarnbl OLeHBaHNA Pe3yrnbTaToB o6yqu|/|;|.

YpoBeHb
KpuTepumn oueHuBaHnsa KomneTeHumim cchopmmpoBaH LLikana oueHokK
HOCTHU
KOMMeTeHUun
3HaTb: pesynbTaT, CcoAepXalun MOMHbIN MpaBUnbHbIN OTBET, | [loebiweHHbIl Omnu4Ho
MOMHOCTBIO COOTBETCTBYET TPeOOBaHMAM KpUTEPUSI (OTBET MOSHBIA U ypo8eHb
NpaBuIbHbIA HA OCHOBaHUWN U3YYEHHbIX TEOPUN; MaTtepuan U3roXxeH B
onpeaeneHHon nornyeckon nocnefoBaTenbHOCTU, HaYYHbIM SI3bIKOM;

OTBET CaMOCTOSATENbHbIN.

«YmeTb» n «BnageTb»: BbINOMHEHbI Bce TpeOOBaHMSA K BbINOMHEHNIO,
HanMCcaHWo 1 3aLuTe oTyeTa.

3HaTb: pe3ynbTaT, coaepXallMii HEeMnosHbIA MpaBUSbHLIN OTBET WU Gasosbiti Xopowio
OTBET, COAEPXaLUUN HE3HAUMTENbHbIE HETOYHOCTU (OTBET AOCTaTOYHO YpO8eHb
MOMHBLIN U MPaBUIbHLIA HAa OCHOBAHUW W3YYEHHbIX MaTepuaros;
MaTepuvan N3MNOXeEH B onpeaeneHHom norm4eckomn
nocneaoBaTenbHOCTH, npu 3TOM JonyLieHbl aBe-Tpu
HECYLLLECTBEHHbIE OLUMOKN).

«YMeTb» M «BnageTtb»: BbINOMHEHbI OCHOBHblIE TpeboBaHMs K
BbINOMHEHNO, 0POPMIIEHMIO U 3alunTe oT4eTa. VIMelTca oTAernbHble
3amMevaHns W HegocTaTkn. YMeHue (HaBblk) CHOPMMPOBaHO
[0CTaTo4HO MOJSIHO

3HaTb: pe3ynbTaT, coaepXallMiAi HEMOSHbIA MPaBUIbHbLIA OTBET UMK lNopoeoenili Yoosnemesopu-
OTBET, COAEPXalUA 3HAYMTErNbHble HETOYHOCTM (MpuM  OTBeTe YpO8eHb meribHO
JonyuieHa cyulectBeHHas owubka, nnu B otBete cogepxutcs 30 -
60% HeobxoaMMbIX CBEAEHUIN, OTBET HECBA3HbIN)

«YmMeTb» M «Bnapgetb»: BbinonHeHbl 6as3oBble TpeboBaHMs K
BbINOMHEHNO, OHOPMIEHUIO U 3alunTe oTyeTa. VimeloTcss 4OCTaTO4YHO
CYLLECTBEHHbIE 3aMeYaHus 1 HeJoCTaTKW, Tpebyolme 3HauYMTENbHbIX
3aTpaT BpEMEHW Ha NCMpaBneHme.

3HaTb: pesynbTaT, COAepXaliMn HEenosHbIN NpPaBUNbHbIA  OTBET - Heydosnemeopu-
(cteneHb nonHotbl otBeTa — MeHee 30%), HenpaBuIbHbLIA OTBET meribHO
(OTBET He No CcyLlecTBY 3aaHus) UM OTCYTCTBME OTBETA, T.€. OTBET,
He COOTBETCTBYHLUUN NOMHOCTBIO TPEOOBAHMAM KpUTEPUS.

«YmeTb» n «Bnagetb»: TpeboBaHMA K HAaNMCaHWIO 1 3aluTe oTyeTa.
MmeroTca MHOrOYMCNEHHbIE CYLLECTBEHHbIE 3aMeYaHUsa U HeAOCTaTKu,
KOTOpbl€ HE MOTYT 6bITb UCNPABIEHbI.

20.3 ®oH/ 01IEHOYHBIX CPeACTB C(POPMUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHTyeMbIii 117151
NPOBeIeHUsl TMArHOCTHYECKUX pPadoT

OlK-5. CnocobeH npuUMEHSITb HOpPMaTMBHbIE MPaBOBblIE aKTbl, HOPMAaTMBHbIE W MeToauYeckue
OOKYMEHTbI, perfnamMmeHTupyloLmne eaTenbHOCTb No 3almte nHopmauum

OrlK-5.3 ymeeT knaccmdumumpoBaTh 3alluLaeMyto MHOpMaLMIO MO BuAaM TaWHbl U CTEMNEHsIM
KOHbMAEHUMANbHOCTH

OlK-5.4 ymeeT knaccudmumpoBatb U OUEHMBATb Yrpo3bl MHOpMauMoHHON 6e3onacHoCcTn Ans
obbekTa nHpopmaTusaumm

OlK-5.9 ymeeT 060CHOBbIBaTb peLUEHUsl, CBA3aHHbIE C peanu3aumernt NpaBoBbIX HOPM MO 3aluTe
MHopMaumMm B npedenax AOMKHOCTHbIX 0Osi3aHHOCTEW, npeanpuHMMaTtb Heobxoaumble Mepbl Mo
BOCCTaHOBIIEHMIO HAPYLLEHHbIX Mpas;

OrlK-5.12 ymeeT copmynmpoBaTb OCHOBHble TpeboBaHuA MHGOpPMAaUMOHHON 6e3onacHOCTM npu
aKcnnyaTtaumm KOMNbOTEPHOW CUCTEMBI;

OrllK-5.13 ymeeT opmynmMpoBaTb OCHOBHble TpeboBaHMA MO 3awuTe KoHMAeHUnanbLHon
MHOpMaLMK, NepcoHanbHbIX OaHHbIX WU OXpaHe pPe3ynbTaTOB WHTENNEKTyanbHOW OeATeNbHOCTM B
opraHusauumu;

OlK-5.17 ymeeT aHanu3npoBaTb U OLEHMBaATb Yrpo3bl MHOPMaLUNOHHOM Be3onacHOCTM obbekTa
Mo TEXHWYECKUM KaHanam

Or1K-5.19 BnageeTt meTogamm 1 cpeacTeBaMm TEXHUYECKON 3alLnTbl MHopMaLmm



OrlK-6. CnocobeH npu pelweHnn npodeccuoHanbHbIX 3agad OpraHu3oBbiBaTb 3alMTy MHGOpPMaLmnn
OrPaHMYEHHOro AOCTyna B KOMMbIOTEPHbIX CUCTEMAxX W CETAX B COOTBETCTBMM C HOPMATUBHbLIMU
NpaBoOBbIMM aKTaMW U HOPMATMBHbIMW METOAMYECKMMU OOKymeHTamu PepepanbHon  cryxbbl
6esonacHocTn Poccunckon degepauumn, degepanbHOM CAyKObl MO TEXHUYECKOMY W 3KCMOPTHOMY
KOHTpONto

Ol1K-6.6 ymeeT paspabaTtbiBaTb MOAENM YrPO3 U MOLENM HAPYLLUMTENS KOMMbIOTEPHBIX CUCTEM;

OrK-6.10 ymeeT NpMMEHSITb OTEYECTBEHHbIE U 3apybexHble cTaHdapTbl B 0611aCTN KOMMNbIOTEPHOWN
6e3onacHOCTM AOns NPOEKTUPOBaHUA, pas3paboTkM W OUEHMBaHUSA 3aLMLLEHHOCTU KOMMbIOTEPHON
CUCTEMDI
Or1K-9. CnocobeH peliatb 3agaqm npodeccmoHanbHoOn AeATENbHOCTU C Y4ETOM TEKYLLLErO COCTOSAHUS U
TeHOEHUNA pasBuUTMS METOAOB 3alWuTbl MHOPMaUMM B ONEPALMOHHLIX CUCTEMaX, KOMMbHOTEPHbIX
CeTAX U cucTemax ynpasneHns 6asamm gaHHbIX, a Takke MeTOA0B U CPEACTB 3almTbl MHOpMaLUumM oT
YTEYKM NO TEXHNYECKUM KaHanam, ceTen u CUCTeEM nepegaydm nHpopmaumm

Orl1K-9.3 ymeeT opraHum3oBaTb 3aluTy MHOPMaAUUM OT YTEYKM MO TEXHUYECKMM KaHanam Ha
ob6bekTax MHpopmaTmsaumm

OlK-9.4 ymeeT nonb3oBaTbCsi HOPMATMBHLIMKM OOKYMEHTaMy B 06MacTu TEXHUYECKOM 3aluuTbl
MHdopMaLmn

OrllK-9.9 ymeer dopmynupoBaTb W HacTpauBaTb MNOAUTUKY ©Ge30nNacHOCTU  JNOKasbHbIX
KOMMbIOTEPHBIX CETEN, MOCTPOEHHbIX HA OCHOBE OCHOBHbIX ONEPALIMOHHbBIX CUCTEM,;
OrlK-10. CnocobeH aHanuaupoBaTb TEHAEHUUW Pa3BUTUS METOLOB M CPencTB KpunTorpadudeckom
3aWnTbl  MHOpMaLMK, MCNoNb30BaTh CpeacTBa KpuntTorpaduMyeckon 3awuTbl WHOopMaunn npwu
pelweHnn 3agad npodeccnoHanbHOM AeaTenbHOCTH

OlK-10.4 ymeeT KOPPEKTHO WCMNONb30BaTb KpunTorpaduyeckMe anroputMmbl Ha MpakTuke npu
peLLeHnn 3agad KpuntorpaduyeckuMm MeToaamu;

OlK-10.5 ymeeT npuMeHsiTb MaTemaTuyeckne MeTodbl NPy UCCNEeAoBaHUW KpUNTorpadunyecknx
anropuTmoB;

Ol1K-10.6 BnageeT HaBblkaMX UCNOSNb30BaHNS TUMOBbIX KpUNTOrpaguyecKkmx anropuTMoB;

OrllK-10.9 ymeeT pasBopaumBatb MHAPPACTPYKTYPY OTKPbITBIX  KIOYEW AN pelleHust
KpunTorpaduyeckmx 3agad

OlK-10.10 ymeeT npoBOAWUTb aHanM3 KpunTorpaduyeckux npoOTOKOMOB, B TOM 4uUcre C
NCNonNb30BaHWEM aBTOMATU3MPOBAHHbLIX CPEACTB

OlK-10.17 ymeeT oLeHnBaTb TEOPETUYECKYHD CNIOXXHOCTb NPUMEHSIEMbIX anrOpUTMOB

Orl1K-10.20 ymeeT pasBopayvBaTb WHMPACTPYKTYPY OTKPbITbIX KMAYEW ANA pPelleHuUs KpunTo-
rpadomyecknx 3agad

OrllK-10.25 ymeeT BbMUCAATE TEOPETUKO-MHPOPMALMOHHBIE  XapPaKTEPUCTUKM  MCTOYHMKOB
COOBLLIEHNI N KaHaMNOB CBA3M (SHTPOMNKUS, B3anMHaa UHopmaLmMm, NPOonyckHast CNOCOBHOCTL);

Or1K-10.26 ymeeT pewatb TUNOBbIE 3a4a4v KOANPOBAHUS U AEKOANPOBAHUS;

Or1K-10.27 BrnageeT oCHOBaMM MOCTPOEHMS] MaTeEMaATUYECKMX MOENEN TEKCTOBOW MHGOpMaUnn n
MOZEeNen cMcTem nepenayn MHopmaLmu;

OlK-10.28 Bnageetr HaBblkaMM MNPUMEHEHMS MaTeMaTU4ecKoro annapata Ana peLleHus
NPVKNagHbIX TEOPETUKO-UH(POPMALIMOHHBIX 3a4au.
OlK-11. CnocobeH paspabaTbiBaTb MNOAUTMKM 6Ge30MacHOCTU, MOSIMTUKM YrpaBneHns OOCTYNoMm U
NHOPMAaLIMOHHBIMI NMOTOKAMKN B KOMMbIOTEPHBLIX CUCTEMAX C y4eTOM yrpo3 6e3onacHoCcTn MHopmaumm
n TpeboBaHui No 3awmTe Hpopmaumm

OlK-11.4 ymeeT paspabatbiBaTb MOAENW yrpo3 M MOAenu HapywuTtensa 6e3onacHoOCTu
KOMMNbIOTEPHBLIX CUCTEM;

OrlK-11.5 ymeeT paspabaTtbiBaTb YacTHbIE NONUTUKM 6E30NACHOCTU KOMMbIOTEPHBIX CUCTEM, B TOM
4yucne NONUTUKU ynpaBneHns OCTYNOM U MHPOPMaLMOHHBIMW MOTOKaMK;

OrllK-11.9 ymeer dopmynupoBatb M HacTpamBaTb MNOMMTMKY ©6€30MacHOCTM  OCHOBHbIX
OnepaumOHHbIX CUCTEM

OrlK-11.10 ymeeT copmMmynupoBaTb W HacTpavMBaTb MNOMMTUKY ©6e30MacHOCTM  fOKarnbHbIX
KOMMbIOTEPHBIX CETEN, MOCTPOEHHbIX HA 6a3e OCHOBHbIX ONepPaLMOHHbIX CUCTEM
OlK-12. CnocobeH agMUHUCTPUpPOBaTb OMepaumoHHbleE CUCTEMbl W  BBINOMNHATL paboTbl nNO
BOCCTaHOBIEHUIO paboTOCNOCOBHOCTM NPUKITAAHOIO 1 CUCTEMHONO NPOrpaMmMHOro obecnedeHus

OlK-12.5 YmeeT ocywecTBNATb agMUHUCTPUPOBaHUE NporpaMMHOro obecnevyeHns cneumanbHoro
Ha3HayeHus, BKMoYasa onepaumoHHbIe CUCTEMbI, B TOM Y/CIe OTeYEeCTBEHHOIO NPOM3BOACTBA.

OrlK-12.7 YmeeT BoccTaHaBnmBaTbh paboTocnocoGHOCTbL NporpaMm crneunanbHOro HasHauYeHust Npu
BO3HMKHOBEHWUWN HELUTATHbIX CUTYaL M.



OrlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbl MPOrpamMMHbLIX M MpOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHCpOPMaLMK B KOMMbIOTEPHBLIX CUCTEMAX U MPOBOANTL aHanNn3 nx 6es3onacHoCTu

OlK-13.1 ymeeT dopmMynupoBaTb W HacTpamBaTb MONMMTUKY 6€30MacHOCTM  OCHOBHbIX
OonepaumOHHbIX CUCTEM

OlK-13.2 BnageeT HaBblkaMu pas3paboTkM NporpaMMHbIX MOAYNEN, peanuaylowmnx 3agadu,
cBsi3aHHble ¢ obecneyeHnem 6e30nacHOCTM onepaLMoOHHbIX CUCTEM PacnpPOCTPaAHEHHbIX CEMENCTB

OrllK-13.5 ymeer pabotatb C WHTErpMpoOBaHHLIMM cpefamn  pas3paboTku nNporpaMmmMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMn pa3paboTkM, OTNagKW, OOKYMEHTUPOBAHWSA W TECTUPOBAHUS
nporpamm;

OrllK-13.17 Bnageer HaBblkamuM  pas3paboTkMm  anropuTMOB  Ofsl  peleHns  TUMOBbIX
npogeccnoHanbHbIX 3a4ay;

OlK-13.18 YMeeT npuMeHsiTb cpeactBa M MeTodbl aHanm3a nporpaMMHoro obecneyeHuss ans
BbISIBNIEHWS 3aKNagokK

OlK-13.19 YmeeT npuMMeHATb MeTOA4bl aHanmM3a MNPOEKTHbIX peleHnn ana obecneyeHus
3aLUNLLEHHOCTN KOMMbIOTEPHbLIX CUCTEM.

OrllK-13.21 YmeTb nNpUMEHATb COBPEMEHHbIE cpeacTBa obecneyeHuss MHEPOPMALNOHHOM
6e30nacHOCTM NporpaMmm 1 AaHHbIX

OlK-13.23 YmeeT npoBOAMTb aHanuM3 MNporpamMHbIX CPEACTB, MPUMEHSIEMbIX OS5 KOHTPOMs W
3aLlWnTbl MHG OPMaLMn
OrlK-14. CnocobeH npoekTtnpoBaTb 6a3bl AaHHbLIX, aAMUHUCTPUPOBATbL CUCTEMbI yrpaBreHus 6asamum
AaHHbIX B COOTBETCTBUM C TpeboBaHUsIMM MO 3aLmTe UHopmMaumm

OlK-14.4 ymeeT npoekTupoBaTb pensunoHHble 6asbl AaHHbIX M OCYLECTBNATL HOpManusauuio
OTHOLLEHWUI NPU NPOEKTUPOBAHUN pensiLMOHHON 6a3bl AaHHbIX

Ol1K-14.5 ymeeT HacTpanBaTb 1 NPUMEHATb COBPEMEHHbIE CUCTEMbI YNpaBneHns 6a3amm gaHHbIX

OlK-14.6 BnageeT METOAMKON W HaBblkaMu COCTaBIIEHUS 3anpoCcoB AN noucka nHgopmauun B
0asax gaHHbIX

OrlK-14.11 ymeeT nonb3oBaTbCsi CpeacTBamMm 3aunThbl, NnpegoctasnseMmbimn CYB[;

OlK-14.12 ymeeT co3gaBaTb LONONHUTENbHbIE CPEACTBA 3awnTbl 6a3 AaHHbIX;

OrK-14.13 ymeeT NpoBOAMTb aHanN13 1 OLEeHMBaHNE MEXaHN3MOB 3alUnTbl 6a3 AaHHbIX;

Orl1K-14.14 BnageeT METOOUKON U HABblkaMW UCMOMb30BaHUSA CPeACTB 3alMThl, MPeaoCTaBnseMbIX
Cvyb[O.
OlK-15. CnocobeH agMUMHUCTPUPOBATb KOMMbIOTEPHbIE CETM W KOHTPONMPOBaTb KOPPEKTHOCTb WX
PYHKLMOHMPOBAHUSA

OlK-15.6 ymeeT oOCyWeCTBNATb MNPOEKTUPOBaAHME U  ONTUMU3ALUMIO  PYHKLVNOHUPOBAHUS
KOMMbIOTEPHbIX CETEN;

Or1K-15.7 BrniageeT HaBblKaMN agMUHUCTPUPOBAHNSA KOMMbIOTEPHLIX CETEN;
Orl1K-16. CnocobeH nNpoBOANTb MOHUTOPUHI paboToCnoCOOHOCTM M aHanmM3 3PdEKTUBHOCTN CPEACTB
3aLWNTbl MHpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX U CETSX

OrllK-16.6 ymeeT dopmynupoBaTb M HacTpamBaTb NONMUTMKY ©e30MacHOCTM  OCHOBHbIX
OnepauMOHHbIX CUCTEM, a TaKKe NoKanbHbIX KOMMBIOTEPHbLIX CETEN, NMOCTPOEHHbIX HA X OCHOBE;

OlK-16.7 ymeeT nNPUMEHSITb 3alUMLLEHHbIe MPOTOKOMbl, MeXCeTeBble 3KpaHbl W CpeacTBa
00HapyXeHus BTOPXXEHU AN 3awnTbl MHOPMaLnmn B CETAX;

OlK-16.8 ymeeT ocCyLLeCTBNATbL Mepbl MPOTUBOAENCTBUS HApyLUEHUAM ceTeBoW 6e30macHOCTU C
NCNONb30BaHMEM PasfMYHbIX NPOrPaAMMHbIX M annapaTHbIX CPEACTB 3aLLUTbI;

Ol1K-16.9 BnageeT HaBblkaMy HACTPOWNKM MEXCETEBbIX 9KPAHOB;

Orl1K-16.10 BnageeTt meTogukamm aHanmsa ceTeBoro Tpaduka;

OlK-16.12 YmeeT BbIsSiBNATb OENCTBME BPEAOHOCHbLIX MpPOrpaMMm, M ONpedensTb Xapaktep ux
BO3JeNCTBUA.

OrlK-16.16 YMeeT BbINOSMHATL paboTbl MO BOCCTAHOBNEHUIO PaboOTOCNOCOBHOCTM CPeacTB 3aLyuUThbl
NMHopMaLmm NP BO3HUKHOBEHMM HELLTATHBIX CUTYaLNiA
Or1K-4.1 CnocobeH opeaHu308bi8amb 3auumy UHhopmauyuu 8 KOMIbMEPHbIX cucmeMax u cemsx (o
obriacmsm rpuMeHeHus)

Ol1K-4.1.5 BnageeT HaBblkaMW NMPUMEHEHUS aHANUTUYECKNX N KOMMbIOTEPHbLIX MOAenen 06bEKTOB
NMHbopMaTm3auum Npu co3gaHnUM CUCTEM 3aLUnTbl MHOpMaLmu;
OliK-4.2 CrniocobeH aHanusuposamb 3alWUWEeHHOCMb, [po8ooUMb MOHUMOpPUHE, aydum u
KOHMpOJsibHbIe nposepKu pabomocrnocobHocmu U 3auuyeHHOCmuU KOMIbIOMeEpPHbIX cucmeM u cemeu
(no obracmsm npuMeHeHus)



OllK-4.2.3 BnageeT HaBblkamMy MNpOBeAEeHUA aHanusa 3alULLEeHHOCTW, MOHUTOPWHra, ayauta wu
obecnevyeHns KOHTPOSbHbIX MPOBEPOK (PYHKLMOHNPOBAHUA M 6€30MacHOCTM KOMMbIOTEPHBLIX CUCTEM U
ceTen;

OrIK-4.3 CniocobeH paspabambigampb U aHanu3uposame KOPPEKMHOCMb MOJUMUKU UHGOPMaUUOHHOU
6e3onacHocmu KOMIbIOMepPHbIX cucmem u cemeli (no obriacmsm rnpuMeHeHUs)

Ol1K-4.3.4 BnageeT HaBblkamMu ynpaBrieHWsl NPOLECcCOM peanusaumm NoAUTUKN MHOPMaLMOHHON
6e30MacHOCTM KOMMbIOTEPHBIX CUCTEM U CeTeln, opraHmM3auun 1 nogaepXKaHns BbIMONTHEHNS KOMMekca
Mep no obecneyeHnto HpOopMaLMOHHON 6e30MacHOCTU BbIYUCIIUTENBHBLIX CUCTEM;
l1K-1 CniocobeH nposodumpb aHanu3 mpebosaHuli U 6bINOMHSIMb pabomel 0 MPOEKMUPOBaHUIO
npozgpaMMHbIX U annapamHbiX KOMMOHEHM cucmeMbl 6e30r1acHocmu KOMMbHOMEPHbIX cucmem U
cemel, 8 MOM 4ucrie € UCrosib308aHUeM CO8pPeMeEHHbIX Memodo8 U cpedcme 3auumsl UHghopmayuu

[1K-1.4 npoBOOUT OLEHKY COOTBETCTBMS MexaHu3MoB 6e30MacHOCTM KOMMbIOTEPHOW CUCTEMbI
TpeboBaHMAM HOPMATUBHbIX JOKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CYLLECTBYIOLLMM pPUCKaM;

[1K-2 CrnocobeH npuHumMamp ydacmue 8 3Kcriepmuse U aHanuse ysssumocmed, yepo3 U UHUUOEeHmMOo8
UHpopmayuoHHoU 6e3ornacHOCMU 8 KOMIMLIOMEPHbIX cucmemax U cemsix

[1K-2.1 npumeHsieT adekTnBHbIE MeToabl WM CcpeacTBa MNfaHMPOBaHMA U OpraHuM3auumm
nccnegoBaHum v paspaboTku;

[1K-2.5 npoBoguUT TeopeTUyeckne W MNpUKNagHoOe WuccreoBaHMe YPOBHEW 3alMLLEHHOCTU
KOMMbIOTEPHBLIX CUCTEM U CETEMN;

[1K-3 CnocobeH yyacmeosamb 6 pabomax Mo MpPOeKmMuUposaHuto cucmem 3awumsl UHgpopmayuu 8
KOMIMbIOMEPHbLIX cucmemMax U cemsx fpu peweHuu rpogheccuoHarnbHblX, uccriedosamesisCKux Uu
npuknadHbix 3aday

[1K-3.2 3HaeT meToabl agMWHUCTPMPOBAHUS CUCTEM YyMNpaBreHus cobbITMAMU MHGOPMALNOHHOM
Ge3onacHoOCT, cucTtemM OOHapPYyXeHWs W npefoTBpaLleHNs BTOPXEHWWA, MOHUTOPWUHra cobbiTun wu
WHUNOEHTOB;

[1K-3.5 BbINONHAET NPOBEPKY YCTOMYMBOCTU MPUMOXKEHUNA K BHELUHEMY HECAHKLMOHMPOBaHHOMY
AOCTyny, B TOM 4uCre NpoBepka YCTOMYMBOCTU BeO-NPUNOXeHWW K aTakam, NpuMeHeHue CpeacTs
KOHTpons 6e3onacHOCTW, YynpaBneHwe Kpuntorpaduyeckumum CpeacTBaMu, a Takke opraHusauns
MeponpuaTuii No obecneveHno knbepbesonacHoCTH;

[1K-3.6 cnocobeH yyacTBoBaTb B MPOEKTUPOBAHUN CUCTEMbI 3alUMTbl MHOPMaLMM M NoACUCTEM
MHOPMaLMOHHOM ©6e30MacHOCTU KOMMbIOTEPHOWM CUCTEMBI.

Bonpochbl ¢ BapaHTaMu OTBETOB

1.3 Kakmx KOMMOHEHTOB COCTOMT nporpammMHoe obecrneyeHne nwbOM  yHMBepcanbHOM
KOMMbIOTEPHOW CUCTEMbI?

— OonepaunoHHON CUCTEMbI, CETEBOrO NPOrpamMmMHoOro obecneyeHus

— onepauyMoHHOW CUCTEMbl, CETeBOro MporpaMMHOro obecne4yeHUss U CUCTEMbI

ynpaBneHus 6azamMmu faHHbIX;

— OonepaunoHHON CUCTEMBI, CUCTEMBI yNpaBneHns 6aszammn JaHHbIX;

— CEeTeBOro NporpaMMHoOro o6ecneyvyeHmst 1 CUCTEMbI ynpasneHns 6asammn gaHHbIX
2. [lokymeHTMpoBaHHas MHGOpMaLMs, OOCTYN K KOTOPOW OrpaHuM4YMBaeTcs B COOTBETCTBUMM C
3aKoHOAaTeNbCTBOM POCCUMCKOM dhefepauuu - 3To:
KoHdmaeHumanbHaa nHpopmaums
dakc
JINYHbIN OHEBHUK
3akoHbl PO
3. Kakvme wmeToabl KpunToaHanm3a OTHOCATCA K CcTaTucTudeckum? Bbibepute HeCKONbKO
npaBunbHbIX OTBETOB:

— a) MeToa MakcMMarnbHOro npasgononobus;

— ©0) 6banMecoBcKum;

— B) NIUHENHbIN;

— T) pa3HOCTHbIV
4. Kakasa kaTeropusi siBnNgeTcs Hambonee pncKoBaHHOW AS11 KOMM@HMN C TOYKN 3PEHUST BEPOSITHOMO
MOLLEHHNYECTBa U HapyLLeHns 6e3onacHoCTn?

— A) coTpyaHuKm

— B) xakepbl



— B) aTtakytowme
— ') KOoHTpareHThl, N1ua, paboTatoLime No JOroBopy

5. Korga uenecoobpasHo He npeanpuvHMMaTb HUKAKMX OENCTBUN B OTHOLUEHUM BbISIBIIEHHbIX
pu1cKoB?

— A) korga ans obecneveHus xopoluen 6e30NacHOCTU yYTEHbI BCE PUCKU

— B) korga pucku He MOryT ObITb MPUHATEI BO BHUMaHME No NOANTUYECKUM COODpaKeHUAM

— B) koraa Heobxoanmble 3aWUTHLIE MEPbI CIIULLKOM CIOXHbI

— I) Korpa cCTOMMOCTb KOHTPMEp npeBbiaeT LEeHHOCTb aKTuBa M NOTeHuualribHble

nortepwu

6. CoBepLUEHHbIN 3Tan 3awmTbl MHPOPMaL MM Ha3biBAaETCA:

7.

—  MHMOOPMaLMNOHHbIM

— Ha4vanbHbIM

— pa3BUTbIM*

—  KOMMJIEKCHbIM.

Ecnn HocuTtenu uHdopmMaummn siBASOTCA 3NEKTPOMArHUTHbIE BOJSHbLI, TO Takasi UHAOP-mMaumst

OTHOCUTCA K:

8.

9.

1.

— 9NEKTPOHHON

— TeneKoMMyHUKauMoOHHOK™

—  JOKyMeHTanbHom

— peyeBou

Cuctembl aHanuaa ysi3BUMOCTEN NO3BOSIAIOT:

— a) BbIABUTb 3/I0YMbILUNIEHHMKA, paboTatoLLero B KOMNbIOTEPHOW CETH;

— ©0) BbISIBUTb YSI3BUMOCTM NPOEKTUPYEMON CUCTEMBI 3aLLMTbl MHpOpMaLMK;

— 8) BbISIBUTb YA3BMMOCTU AENCTBYHOLLEN CUCTEMbI 3almTbl MHOpMaLUM.

Mpn ncnonb3oBaHnn Nnaposien crnegyeT pykoBOA4CTBOBATLCS

— [OnvHHOM napons

— YacTtoTton cmeHbl napons

— WcTtopuen napons

— Copepx1MmbiM naponsi

— Bce n3 nepeuncneHHoro

— Hwyero n3 nepeyncneHHoro

OnpeaenuTe npaBunbHY NOcreaoBaTenbHOCTb AencTBui ansa wndpa DES:

a) OT(64 6) — HavanbHasa nepectaHoBka — Cxema ®Pewucrtensa (16 payHaoB ¢ 48 OUTHbLIM
kno4yom) — KoHeuyHas nepectaHoBKka — LudpTrekcT (64 6)

b) OT(64 6) — HavanbHaa nepectaHoBka — KoHeudHas nepectaHoBka — Cxema Pencrtensa (16
payHOoB ¢ 64 6UTHbIM Kntoyom) — LLndppTtekcT (64 6)

c) OT(64 6) — HavanbHas nepectaHoBka — KoHeyHas nepectaHoBka — Cxema ®Penctens (12
payHAaoB ¢ 64 6uTHbIM Kntodom) — LndpTtekeT (64 6)

d) OT(64 6) — HavanbHas nepectaHoBka — Cxema ®eictens (16 payHooB € 64 BUTHBIM KIKOYOM)
— KoHeuHasi nepectaHoBka — LUndpTekcTt (64 6)

. OuddepeHumanbHbIn KpnToaHanns OTHOCUTCS K aTakam:

a) Ha ocHoBe wndgpTekcta

b) Ha ocHoBe OTKpbITLIX TEKCTOB

c) Ha ocHoBe nofo6paHHOro OTKPbLITOro TeKCTa

d) Ha ocHoBe apanTMBHO NOAO6PAHHOrO OTKPbLITOrO TEKCTA

. MoeHTndmkauma ato:

a) npouecc npeabsBreHnst Nonb3oBaTenem naeHTMuKkaTopa;

©) npouecc noaTBEPXKAEHNSA NOASIMHHOCTY;

8) cpasHeHue npedbsiensieMbiX UOeHMuguKkamopoe C MNepeyHeM [PUCBOEHHbIX
udeHmughukamopos.

. Kakyto ponb vrpatoT LLeHTpbl cepTUdUKaLMM KNoYen:

a) OHM WUrpalT ponb [JOBEPEHHOW TpeTbel CTOPOHbI ANs [oKasbiBaHusA hakTta nepegayn
WHdopMaLmu;

6) OHu cnyxam Ons peaucmpayuu aboHeHMoO8, U320MOBJIeHUs1 cepmugukamos
OMKpbIMbIX K/OYel, XpaHeHuUsi U320MmoeJiIeHHbIX cepmugukamos, nooddepxKaHusi



8 akmyaJlbHOM COCMOSIHUU CcripasoyHuka delicmeyrouwux cepmugukamos u eblnyckKa
crucka ocpoYHO OMo38aHHbIX cepmughukamos;
14. Kakune n3 nepeymcrneHHbIx knbepyrpos aBnsaTcs KnoyYeBbiMU Ha Gnmkanwee byayuwee? Boibepute
BCe NpaBusbHble OTBEThI.
— YctpowncTBa loT kak nnowagka gnsa peanusaumm atak
— Cnam
— Mporpammbi-BbiMoOraTenu
— Criminal-as-a-service (nepexon knéepnpecTtynHMKOB Ha CEPBUCHYIO MoAerb)
— [lporpaMmmbI-LLMNOHBI
— «[lpuspakn wunHTepHeTa npowsnoro» (yrpo3bl OT YyCTapeBlUEro MpPOrpaMMHOro u
nporpaMmMHo-annapaTHoro o6ecne4yeHus, KOTopoe HaxXoAUTCA B UHTEPHeTe)
— [lporpammbl-manHepbl
— CKUMMUHT
15. YTo Takoe HecaHKUMOHMPOBAHHBLIN JOCTYN (HCA)?
1) JocTyn cyOobeKkTa K 06beKTy B HapyLleHMe YCTaHOBIEeHHbIX B CUCTeMe NpaBui
pasrpaHuyeHms gocTtyna
2) Co3gaHune pe3epBHbIX KOMWIA B OpraHn3auumn
3) MpaBnna v nonoXxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ansa obxoaa naposibHOM 3alumThbl
4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHm3aunm
5) YpaneHue He Hy)XHOW nHdopmaumm
16. MNMporpammHble 3aknagkM MoryT BbINOMHATL AENCTBUSA
a) BHOCUTb NPOU3BOSIbHbIE UCKaXKEHWSI B KOA4bI MpOrpamMm
b) nepeHocutb doparmeHTbl MHGOPMaLUN
C) UckaxkaTb BbIBOAUMYHO MHPOpMaLMIO
d) Bce 13 nepe4ncrneHHoOro
e) Hnyero 13 nepeyvncrneHHoro
17. Yrposamu KoHpmngeHumnanbHom nHpopmMmaumnm He aBnaTCs
a) o3HakomneHve 6e3 HapyLeHus ee LenoCTHOCTH
b) mogndmkauma nHdbopmaumm
C) paspyLueHne nHgopmauum
d) co3paHue u pacnpocTpaHeHMe BUPYCOB
18. K cucreme 6e3onacHocTn nHdopmMaumn npeabssnsaetcs TpedbosaHne
a) npegocTaBneHWe Monb30BaTeNid MaKCUMarbHbIX MOMHOMOYUA, HEeOoOXOAMMbIX emy [Ons
BbINOJIHEHWS
nopy4eHHon paboTbl
b) npepgocraBneHne nonb3oBaTenid MUHMManNbHbIX MOSIHOMOYMIK, HEOOBXOAUMbLIX eMy Ans
BbINOJIHEHUS NOPY4YEHHOWN paboThl
C) UrHOPMpPOBaHME NOMbITOK HECAHKLIMOHMPOBAHHOMO A0CTyNa
d) neproguyeckoe pearvpoBaHve Ha BbIXOA U3 CTPOS CPEACTB 3aluThl
19. 'me npumMeHATCa CpeacTBa KOHTPOMS AMHAMUYECKON LEeNIOCTHOCTN?
1. aHanu3e noToKa (hpMHAHCOBbLIX COOOLUEHN N
2. ob6paboTke faHHbIX
3. Npu BbIIBNEHUU KpaXn, [y6nMpoBaHus oTaeNbHbIX COO0LWeHnn
20. YKkaxuTe, Kakon npoLecc TeCcTMpoBaHMA NPOBEpPSiET COOTBETCTBME (PYHKLMOHMPOBAHUSA MPOAYKTA
€ro HavyanbHbIM creynuKkaumnsam:
(1) TecTpoBaHme Nonb30BaTENbCKOro NHTEPEca
(2) TecTnpoBanue yoobctea Mcnonb3oBaHUA
(3) dbyHKUMOHaANbLHOE TeCcTMpOBaHUe
(4) Harpy3o4HOe TecTMpoBaHue
(5) TectupoBaHue 6esonacHoOCTU
21. MNMpoTokonupoBaHWe 1 ayauT MOryT UCMOMb30BaTbCA ANS:
(1) npepynpexaeHuns HapyweHnn b
(2) obHapyxeHnAa HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
22. Hpopmauums, xpaHswasncs Ha cepsepe LDAP, sengaeTtcs
(1) PenaunoHHomn 6a3oi gaHHbIX.
(2) TekcToBbIM (hannom NPOU3BONBHOWN CTPYKTYPbI.
(3) CoBOKYNHOCTLIO 3anucen, KOTopble coaepxaTt Habopbl aTpMOyTOB.



(4) Pannom c pacwmpeHnem .ldap.
23. "Mackapag" — aTto

1) ocywecTBneHne cneynanbHo pa3paboTaHHbIMK NporpaMmMamMuy nepexsara MMEeHU U Napons

2) BbINOJIHEHME KaKux-nmbo [enCTBUM OAHMM MNoNb3oBaTenieM OT MWMMEeHU [Apyroro
nonb3oBaTens, obnagarowero COOTBETCTBYHOLUMM NOSTHOMOYUAMMU
24. V\CTOYHUKN BHELLHWUX Yrpo3 3TO:

— Xakepbl;

— KPUMMHanbHble CTPYKTYpbI;

— npeacTtaBUTENM CUNOBBLIX CTPYKTYP
25. Ecnu nHdopmaums nckaxkeHa ymbILLIIEHHO, TO €€ Ha3blBatoT:
HeKayeCcTBEHHON
CyOBbEKTMBHOM
HenonHowm
. Ae3uHdcopmaumen
aK Ha3blBaeTCs NPOLECC, BCTABKN aHaNMU3MPYHOLNX PyHKUMIA HENOCPEACTBEHHO B UCXOOHbIN KOA

nporpamMmbl, Nocre KOMNUNAUMM M 3anycka KOTOPOW BCTaBMEHHbIE aHanuaupyowwme yHKLnn
BbINOSNHATCS M BblAaayT pesynbTaT paboThbl?

. PasmeTtka koga
. MHcTpymeHTauma kopa
. ®assnHr
. MyTupoBaHue
27. Kakoe 13 nepeyncrneHHblX HKe YTBEPXXOEHUA ABNAETCH UCTUHHBIM?

1. CratMyeckun aHanu3 Koga npoucxoaut 6e3 pearibHOro BbINOSIHEHUA UuccnegyeMbiX
nporpamm

2. Cratnyeckmii aHanua koga TpebyeT cOOpkM MporpamMmbl M3 UCXOAHBIX KOOOB C AoGaBneHuem
CaHuTamnsepa

3. CtaTnyeckuin aHanu3 koga He MNO3BONSET OTCMEeXuBaTb CLEHApUMM BO3HWKHOBEHMS OLUMOOK,
ABNAOLLMXCA CNeaCcTBUAMU KPOCCNNaTOPMEHHOCTH

4. CtaTu4eckmn aHanus3 koga gOCTYMEeH TONbKO AN UHTEPNPETUPYEMbIX S3bIKOB
28. lMpu reHepaumsa payHgoBoro kntova B AES nponssoanTcs:

a. OTbpacbiBaHne GUTOB YETHOCTU, UCMOSNb3YEMbIX ANSA MOMEXOYCTOMYNMBOCTHU

b. PacwupeHwne knoya Ha OCHOBE 3aKpbITOro Krtoya

c. PacwmpeHue knroya Ha OCHOBE NpeablayLwero payHaoBoro Knio4a

d. MocTpoeHwne kntoya Ha ocHoBe 0bpasytoLero nonvHomMa nons Fanya
29. Kakon nogxon Hambonee addektuBeH B obecrnedeHnn knbepbe3onacHOCTN YCTPOWUCTB MHTEPHETA
BeLen?

1. YcraHoBKka aHTUBMpYCca Ha ycTpouncTtea loT

2. dunsmyeckas 6e30nacHOCTb

3. HasHauyeHune crnoxHbix naponemn

4. NoBepeH4YeCKN aHanN13 Ha OCHOBe MoAenen MalnHHOro obyuyeHus
30. CyuiecTtByeT ... KNacCoB 3aLMLLEHHOCTM aBTOMAaTU3NPOBAHHbLIX CUCTEM OT HECAHKLIMOHMPOBAHHOIO

aocTyna.

-9

-7

-3
31. Bce cybbektbl M obbekTbl KC oagHO3HaA4yHO wuaeHTMdUuMpoBaHbl; nobon obbekt KC umeet
nonb3oBartens-Bnagensua; Brageney obbekTa obnagaeT npaBOM oOnpedeneHuss npaeB AocTyna K
06bekTy co cTopoHbl Nniobbix cybbektoB KC; B KC pgomkeH cywectBoBaTb MPUBUIErMPOBaHHbIN
nonb3oBaTternb — aAMUHUCTPATOP. ATO ... yNpaBrieHne 4OCTYNoMm.

— AWUCKpeLUUOoHHoe

— MaHgaTHoe

— poneBoe
32. He nognexaT OTHECEHMIO K FOCyJapCTBEHHON TaHe CBeAeHUS:

a. 0 CoOCMOosIHUU 060pPOHOCOCOB6HOCMU 06BEKMOB XKU3HEObeCcneYeHUs] HaceneHus;

6. 0 hakmax HapyweHusi npae u ceob600 yesioeeka u epakOaHuHa;

8. 0 pa3Mmepax 30J10MO20 3anaca u 2ocydapcmeeHHbIX 8aJllomHbIX pe3epsax Pocculckol
®edepayuu;

2. 0 cocmosHUU U cpedcmeax 3auumsl 20cy0apcmeeHHOU maliHbl;

XA WN P

26.

A WN P



0. 0 cocmosiHuU 300po8bs 8bicuiux GOmKHOCMHbIX fiul Pocculickol ®edepayuu;
33. K Bnaam nHdopmaumm ¢ orpaHM4eHHbIM 40CTYNOM HE OTHOCATCS:

a. Kommep4yeckasi maliHa;

6. eocydapcmeeHHasi malHa;

8. ceedeHus Onsi cnyxeb6HO20 MosIb308aHUSI;

2. NepcoHaribHble 0aHHble;

0. 3anpeuweHHbIe K pacnpocmpaHeHUro c8e0eHuUsl;

€. HomapuaribHasi malHa.
34. KoHTponb Hag BbinonHeHneM TpeboBaHuii B cchepe 3amnTbl NEPCOHarnbHbIX AaHHbIX BbIMOSTHAOT:

a)®Chb PY;

6) CT3IK Poccum n PockomHansop;

8) ece repeyucrieHHble op2aHu3ayuu.
35. Kpuntorpacumsi ¢ aCMMMETPUYHBIMW KIto4aMn NPUMEHSIET:

(1) maTemaTuyeckue chopmynbi

(2) noagcTaHoBKY CMMBOSOB

(3) nepecTtaHOBKY CMMBOSIOB

(4) nogcTaHoOBKY M NepecTaHOBKY CUMBOJIOB
36. NMpobnembl 6e30nacHOCTN pexmnma KogOBOW KHWUMM, NOpOXAaeMble HE3aBUCMMOCTbIO 610KOB, MOryT
ObITb NPEOAONEHDI:

(1) ycnoxxHeHmem kntoven wudpa

(2) cnyyanHbIM nopsiakoMm WndpoBaHUA

(3) pasgenbHbIM LWIMAPOBAHNEM YHACTKOB TEKCTa

(4) HepaBHOMEpPHbLIM pa3bueHnem Tekcta
37. MpvHuMN ... yTBEPXAAET, YTO HE CyLLEeCTBYET MHXEHEPHON METOOUKM NPOEKTMPOBAHUS MEXaHU3MOB
3aWnTbl B TPAAULMOHHOM NMOHMMaHWUKM 3TOro TEPMUHA.

— HedopmanbHoCTb

— CucremMHocCTb

— CneumanunanpoBaHHOCTb
38. CKpbITME Hannumsi CEKPETHON MHAOPMaLUN:

— KpunTonorus

— KpUnNTOodOoHMS

— cTeraHorpacumsa
39. PesynbTaThl NpoBeAeHUs ayaMTa NoapasaenstoTcs Ha:

1) opraHusaumoHHbIe

2) TexHU4Yeckue

3) nporpammHbie

4) meToponormyeckue
40 Yro Takoe yrposbl?

—  Yrposbl - npeabaBneHne NpeTeH3nin B yibTMMaTUBHON hopme.

—  Yrpo3bl - NOTEHUMaNbHO UNU peanbHO CyllecTByHOLMEe BO3AEACTBUSA, NpUBOAsALLMNE K
MoparnbHOMY UM MaTepuanbHOMY yLiepoy.

—  Yrposbl - Cuctema npegynpexaeHuin o BO3MOXHbIX aTakax.
41. Kakune atakv npegnpuHUMatoT Xakepbl Ha NPorpaMMHOM ypoBHE?

1) ataku Ha ypoBHe OC

2) aTtaku Ha ypoBHe ceteBoro O

3) aTaku Ha ypOBHe NakeToB NPUKNaAHbIX NPOrpaMm

4) aTtakn Ha ypoBHe CYB[l
42....— 9TO WHdopMaLMa B 3NEKTPOHHOM dopMe, KOTopad NpucoefmnHeHa K Apyron uHdopmaumm B
9NEKTPOHHOW dopme (nognucbiBaeMon WHdopMauMn) unM MHbIM 00pa3oM CBsAi3aHa C  TakoW
nHdopmaLmen n KoTopasi ICNonb3yeTcst ANA onpeaeneHns nuua, NoANUCLIBaoLWEro MHopmaumio.

OTBeT: anekTpoHHasa nognuck (3MM)
43. Cuctema wwndpoBaHMa w/vnn 3nekTpoHHou nognucn (3M1), nNpu KOTOPOM OTKPbITbINA  KIltoY
nepenaércss no OTKPbITOMY (TO €CTb He3alMLEHHOMY, AOCTYNMHOMY Ansa HabnogeHus) kadHamny u
ncnonbsyetcs Ans nposepkn 3l n anga wndposBaHnsa coobLLeHnsa — kpuntocmucema ...

OTBeT:

acMmMmeTpu4yHas;

C OTKPbITbIM KIMOYOM


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

44. ... — (pyHKuMs, ocywecTerawowan npeobpasoBaHne maccmBa BXOAHbIX AAHHbIX MPOU3BOSLHON
ANWHbI B BbIXOAHYHO OWTOBYIO CTPOKY YCTAHOBMEHHOW ANWHbI, BbINOMIHAEMOE OnpeaenéHHbIM
anropuTMom.

OTBeT:

X3LW-PYHKUMS

XeLl-pyHKLMSA

Kputepun u wkanbl oueHuBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINONHEHWS 3a4aHUIN Ucnonb3dyeTca GannbHas WwKana:

1) 3akpbITble 3agaHus (TECTOBbIE C BApUaHTaMm OTBETOB, CPEAHUI YPOBEHb CIOXHOCTK):
— 1 6ann — ykasaH BEpHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOSMTHOCTBLIO NN YACTUYHO HEBEPHLIN).
2) OTKpbITble 3afaHNsi (TECTOBbIE C KPATKMM TEKCTOBBIM OTBETOM, MOBbILLIEHHbIN YPOBEHb CITOXHOCTN):
— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — ykasaH HeBEPHbI OTBET (MOMHOCTLIO MW YaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKoMeHAYHTCA K UCMONb30OBaHUIO NPU NPOoBEeAEHUN ANAarHOCTUYECKMX
paboT C Lenbl OLEeHKUM OCTaTOYHbIX pe3yNnbTaTOB OCBOEHUS OAaHHOW AUCUUNIIUHbLI (3HaHWUW,
YMEHUN, HaBbIKOB).


https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D1%81%D0%B8%D0%B2_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5)
https://ru.wikipedia.org/wiki/%D0%91%D0%B8%D1%82
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC

